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ABOUT THIS MANUAL

TYPOGRAPHICAL CONVENTIONS

This document uses the following typographical conventions:

® Command and option names a ppear in b old type in de finitions and examples. T he names of dire ctories, fil es, machines,

partitions, and volumes also appear in bold.

® Variable information appears in italic type. This includes user-supplied information on command lines.

® Screen output and code samples appear in a monospace code type.

In addition, the following symbols appear in command syntax definitions.

® Square brackets [ ] surround user-supplied optional items.

® Angle brackets < > surround user-supplied values that are required.
® Percentage sign % or the construct "C:\" represents a regular Windows command shell prompt.

® Pipe symbol | separates mutually exclusive values for a command argument.

A This symbol denotes important information or values.

Rev. 05262010
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TRADEMARKS AND COPYRIGHTS

Microsoft Windows XP, Microsof t W indows CE, Microsoft .N ET, and Microso ft Comp act Fra mework are reg istered trademarks of
Microsoft Corporation.

TWIC is a trademark of the United States Transportation Security Administration (TSA).

PIVCheck is a registered trademark of Cod ebench, Inc. PIVCheck Mobile, PIVCheck Desktop, PIVCheck Plus Mobile, PIVCheck Plus
Desktop, TWICCheck, TWICCheck Plus Edition, OMNICheck, OMNICheck Plus and PIVCheck Certificate Manager are trade marks of
Codebench, Inc.

All other trademarked or copyrighted names mentioned herein are the property of their respective owners.
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TERMINOLOGY

ACRONYMS
AIA Authority Information Access
CA Certification Authority
CHUID Cardholder Unique Identifier
CPV Certificate Path Validation
CRL Certificate Revocation List
CRLDP Certificate Revocation List Distribution Points
CTL Certificate Trust List
FASC-N Federal Agency Smart Credential Numbers
FIPS Federal Information Processing Standard
ICC Integrated Circuit Chip
IDN Issuer Distinguished Name
OCSP Online Certificate Status Protocol
PACS Physical Access Control System
PIV Personal Identity Verification
PKI Public Key Infrastructure
QCRL Quick Certificate Revocation List
SCVP Server-based Certificate Validation Protocol
TWIC Transportation Worker Identification Credential
TPK TWIC Privacy Key
VA Validation Authority

DEFINITIONS

e Administrator
An administrator is an individual authorized to manage one or more desktop or mobile biometric terminals.
Administrators are provided additional functionality to based on their login credentials.

e Cardholder
A cardholder is an individual who has been issued a credential which is supported by our software. For more
information refer to “Supported Credential Types” on page 8.
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* Certificate Authority (CA)
A certificate authority (CA) is an entity that issues digital certificates to organizations or individuals. The CA is usually
well known and universally trusted. A CA may authorize other entities to issue certificates on its behalf, thereby
creating or extending a chain of trust. Certificates contain a digital version of this chain so that software can verify
each node on the chain of trust is a valid CA, a process called Certificate Path Validation.

¢ Certificate Revocation List (CRL)
A CRL is a list of certificates that have been revoked before their expiration by a certificate authority.

* Mobile Biometric Terminal
A Mobile Biometric Terminal is a mobile, hand-held reader configured with the following components:

* FIPS 201 compliant smart card reader capable of reading PIV-Il compliant cards over its contact or contactless smart card
interface

» FIPS 201 compliant fingerprint capture device.

The currently supported models are Datastrip's DSV2+TYRBO and DSV3 EasyRead, MaxID'’s IDLMAX, DAP’s
CE3240BWE, MorphoTrak’s MorphoCheck and Cross Match’s Be.U Mobile. These devices, and/or their card and
biometric components have been certified by GSA for use with FIPS 201 CHUID applications.

e Data Mapping Template
A data-mapping template provides the ability to map the data fields acquired from a PIV card to the fields in a PACS
personnel and/or card database record.

* Desktop Biometric Terminal
A desktop biometric terminal is a standard desktop PC, integrated with the following components:

* FIPS 201 compliant smart card reader capable of reading PIV-Il compliant cards over its contact interface
* FIPS 201 compliant fingerprint capture device.

* Installer
An installer is a person responsible for installing PIV acquisition hardware and software.

* Online Certificate Status Protocol (OCSP)
The online certificate status protocol (OCSP) defines a series of messages between software applications that need
to verify whether the issuing CA has revoked an x.509 digital certificate. An OCSP server does not check the validity
of any of the certificate in the chain of certificates associated with the end entity (certificate in question).

* Physical Access Control System (PACS)
A physical access control system (PACS) refers to an integrated unit of software, data, firmware, microcontrollers, and
ingress/egress devices that control human access to areas within a facility. A PACS head-end usually consists of one
or more servers that communicate with field devices to which doors, turnstiles, and access readers are physically
connected.

* Personal Identity Verification (PIV)
FIPS 201 Personal Identify Verification is a two-part standard, referred to as PIV-I and PIV-Il, respectively:
» defines the processes and infrastructures that are used in establishing a person's identity and issuing them a credential.
» defines technical interoperability requirements for those credentials to be used in a variety of applications.

e Server-based Certificate Validation Protocol (SCVP)
Server-based certificate validation protocol (SCVP) defines a series of messages between software applications that
need to verify whether the issuing ca has revoked an x.509 digital certificate. An SCVP server checks the validity of all
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TERMINOLOGY

of the certificates in the chain of certificates associated with the end-entity and can return additional information to
enable a relying party (client) to make more intelligent decisions regarding the certificate.

* Transportation Worker Identification Credential (TWIC)
The Transportation Worker Identification Credential (TWIC) is a standard that is intended to address the unique
needs of transportation workers, most notably within the maritime industry. TWIC breeder documents and biometric
data are gathered and processed by systems that comply with FIPS 201 PIV-l. TWIC cards are required to be PIV-
Il compliant and can be read by any PIV-ll compliant smart card reader.

The TWIC standard diverges from the PIV-1l standard in that it provides for contactless card-reader biometric data
exchange, whereas the FIPS 201 PIV-Il standard states that biometric data retrieval can only be performed while
the card is in physical contact with the reader. The two main factors that drive this are:

» TWIC cards are used in high traffic areas, where a mistyped or forgotten PIN creates delays
* a corrosive maritime environment can impact contact-based readers

* TWIC Privacy Key (TPK) (TWIC cards only)
The TWIC privacy key is used to protect cardholder privacy when transmitting biometric templates over a TWIC’s
contactless interface. An application acquires the TPK from the card's magnetic stripe, the smart card's TPK
container, or from a server on a network. OMNICheck retrieves this key when the smart card is inserted into the
contact reader.

* User (Operator)
A user is an individual that has been authorized to operate a mobile biometric terminal. PIVCheck Desktop Edition,
PIVCheck Mobile Edition and OMNICheck enables its extraction and data import functions after it determines the
individual logging into the system is authorized to perform user-level functions.

¢ Validation Authority
A validation authority is a trusted computer-based service that can verify to a relying party that a digital certificate is
valid and has not been revoked. A validation authority should always consider the complete certificate hierarchy of
issuer, intermediate, and trust anchor certificates before it validates the certificate.

The Tumbleweed Validation Authority (VA) has been tested and certified for use with PIVCheck Desktop Edition,
PIVCheck Mobile Edition and OMNICheck. It can be configured as a full-blown Validation Authority (VA) Responder
or as a VA Repeater (recommended). In Repeater mode, it will act as a proxy OCSP Responder, caching and
issuing signed OCSP responses from a trusted Validation Authority within the Federal PKI.
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PIVCHECK MOBILE EDITION

PIVCheck Mobile Edition is designed to h elp security personnel to verify cardholder identity and ensure that they possess a valid
credential.

CARDHOLDER VALIDATION

PIVCheck Mobile Edition employs a three-factor authentication to verify a cardholder's identity. The cardholder is first prompted for a
cardholder PIN. If the PIN i s matched, the cardholder's certificates a nd biometrics are read from the card. The cardholder is then
prompted for a fingerprint. If the fingerprint is matched, the certificates on the card are validated using the configured PKI plug-in.

CARDHOLDER CERTIFICATE VALIDATION
PIVCheck Mobile Edition can ensure that each mandatory and optional X.509 certificate e xtracted from a PIV card is validated in
several ways including:

* that the current date is between the notBefore and notAfter dates
® that the certificate was issued by a trusted authority

* that the certificate is not revoked

Certificates are val idated using combinations of loca | and online queries using OCSP or SCVP. Fo r completely offline certificate
validation, PIVCheck Mobile Edition can che ck certificates ag ainst previo usly impo rted CRLs. For TWIC app lications, PIVCheck
Mobile Edition also checks a card's FASC-N against the TSA hot list.

CARD VALIDATION

PIVCheck Mobile Edition issues a GENERAL AUTHENTICATE challenge to the P1V card ap plet to ensure that it is communica ting
with an authentic card, not a forgery. If configured, PIVCheck Mobile Edition submits the CHUID certificate to a validation authority to
check for revocation.

PIVCHECK PLUS MOBILE EDITION

In addition to the co re fe atures of fered by PIVCheck Mobile Edition, PIVCheck Plus Mobile Edition provides the fol lowing
enhancements.

PACS REGISTRATION
PIVCheck Plus Mobile Edition has the ability to import cardholder data into a PACS. The following information is acquired from a PIV
card:

® Cardholder Photograph

®* FASC-N

* Certificate Expiration Date

* First, middle, and last name

*  TWIC Privacy Key (TWIC cards only)

* Employee Affiliation

® Card Expiration Date

® Agency Card Serial Number

® [ssuer Identifier

® Any other data field stored on the PIV card
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BATCH IMPORT
Using PIVCheck Plus Mobile Edition, a cardholders data can be stored on a mobile biometric terminal and imported into the PACS at a
later time via batch processing.

OPERATOR OVERRIDE
The PIVCheck Plus Mobile Edition operator can choose not to import the data extracted from a given PIV card into the P ACS. The
extracted card data is not saved or cached.

IMPORTED FIELD MAPPING
When configured with a P ACS plug-in, PIVCheck Plus Mobile Edition can map PIV d ata fields to PACS cardholder fields. Vendor-,
product-, and release-specific field mappings and data transformations are specified through the use of data mapping templates.

CERTIFICATE DATA

PIVCheck Plus Mobile Edition inserts PIV authe ntication certificates and FASC-N into a certificate database. If PIVCheck Certificate
Manager is inst alled at the site, these st ored PIV authe ntication certificates are re -validated againsta CRL , OCSP/SCVP
responder/repeater, or the TSA TWIC hot list on a periodic basis.

Through the use of d ata ma pping templa tes, stored a uthentication certif icates can be associated with P ACS badg es. This g ives
PIVCheck Plus Mobile Edition the ability to deny cardholders with revoked credentials access to controlled areas within a secured facility.

DISTRIBUTED CONFIGURATION

PIVCheck Plus Mobile Edition includes a PC-based software component called a PACS plug-in. This software can be installed on the
same computer as the PACS oron a separate computer, if necessary. In addition to serving as a broker be tween mobile biometric
terminals and the PACS, the PACS plug-in maintains a site-wide configuration profile for all mobile biometric terminals, making it easy to
commission new mobile terminals.

CENTRALIZED AUDIT OPTION

With PIVCheck Plus Mobile Edition configured with the Audit option, event logs from each mobile biometric terminal are uploaded to a
central database so that audit reporting can be performed from a central location.

SUPPORTED CREDENTIAL TYPES

* Transportation Worker Identification Credential (TWIC)
* Personal Identity Verification (PIV, CAC EP)
® Common Access Credential (Legacy CAC)
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SYSTEM ARCHITECTURE

HARDWARE CONFIGURATION

A typical hardware configuration is shown below. A smart card reader, fingerprint sensor, and randomized PIN pad are integrated into
a weather-resistant, ruggedized PDA and are referred to as a mobile biometric terminal. The terminal software prompts the cardholder
and operator at each step of the data acquisition process. The mobile biometric terminal collects the data, validates a PIV card with
the PKI plug-in or TSA hotlist, and uploads to the PACS (if one exists).

PACS

(Physical Access Control System)

A

PIVCheck PACS Sgrver PIVCheck Plus Mobile Client

Supported OS: MaxID Model: IDLMAX

Windows 7 Ultimate DAP MICROFLEX Model: CE3240BWE
Windows 7 Professional < » Datastrip DSV2+

Windows Vista Ultimate Datastrip DSV 3 Model: 2012-00001
Windows Vista Business Crossmatch Be.U Mobile SMC-800 Series
Windows Server 2008 Sagem MorphoCheck

Windows Server 2003 R2

Windows XP SP3

SOFTWARE CONFIGURATION

PIVCheck Mobile Edition can be configured as a stand-alone identity validation system or integrated with a PACS. As a result, there
are two possible baseline software architectures.

PIVCHECK MOBILE EDITION
PIVCheck Mobile Edition runs independently with no communication with a PACS server. Cardholder identity is validated using the
smart card reader, PIN pad, and fingerprint scanner installed within the mobile biometric terminal.

Depending on the environment, the validity and authenticity of a PIV card is veri fied through communication with an OCSP/SCVP
responder/repeater or TSA Hotlist. Other than the event logs, no credential information is stored or forwarded.

Each mobile biometric terminal is configured separately using an administrative account specific to that terminal.

Rev. 05262010 Code 9



PIVCHECK PLUS MOBILE EDITION

PIVCheck Mobile Edition includes a server-based software component, called a PACS plug-in, which serves as a broker between mobile
biometric terminals and the PACS. The functions supported by the PACS plug-in include PACS registration, batch import of cardholder
data, mapping data from PIV dat a fields to PACS cardholder fields, and associating PIV cards with PACS badges. In addition, the PKI

data stored by the PACS plug-in can be used by the Certificate Manager to periodically check for revoked credentials.

Ey ~ WAN/NTERNET

TSA HOTLIST SERVER
(TWIC ONLY)

\

érg Lan

OCSP RESPONDER/
LDAP DIRECTORY
SERVER (PIV, CAC,

FRAC) ;
Ey PIVCHECK
PLUS
PIVCHECK PACS PLUG-IN DESKTOP
CERTIFICATE MANAGER EDITION

HARDWARE

The PIVCheck Mobile Edition biometric terminal combines a contact and contact-less smart card reader, a 500 DPI fingerprint sensor for
instant matching to a biometric te mplate, and a color digital touch-screen display housed in a comp act handheld unit which weighs
approximately two pounds. The mobile biometric terminal supports internal wireless communication for data and fingerprint transmission

and also identity search and verification against a back-end system.
Specifications for the PIVCheck Mobile Edition biometric terminal:

Component Description

Random Access Memory Minimum of 32 MB RAM. Recommended 128 MB RAM or greater.

Persistent Memory Minimum of 256 MB Internal CF

Color digital transflective touch screen with stylus.

Supported dimensions:

Monitor » 240 horizontal x 320 vertical (portrait)
» 320 horizontal x 240 vertical (landscape)
* 640 horizontal x 480 vertical (landscape)

10 Code

Rev. 05262010



SYSTEM ARCHITECTURE

Fingerprint Sensor Must be FIPS 201 Approved Product List (APL) certified. http://fips201ep.cio.gov/apl.php

Biometric Matching Algorithm Must be FIPS 201 Approved Product List (APL) certified.
Contact interface - Must be FIPS 201 Approved Product List (APL) certified.
Contact-less interface - Must be FIPS 201 Approved Product List (APL) certified.

Smart Card Interface

Wireless Protocol WiFi 802.11b/g
SOFTWARE
Operating System Requires Microsoft® Windows® CE 5.0 and .NET Compact Framework 2.0 or greater.

RSA with SHA-1 and PKCS v1.5 padding
RSA with SHA-256 and PKCS v1.5 padding
RSA with SHA-256 and PSS padding

ECDSA with SHA-256, and ECDSA with SHA-3842

Signature Algorithms

a. non-FIPS 140-2 validated implementation

FIPS 201 PRODUCT COMPLIANCE
This product, when used with PIVCheck Plus Mobile Edition and the PIVCheck Certificate Manager complies with the following FIPS
201 Approved Product List category:

Category Certificate

Caching Status Proxy #473
CHUID Authentication System #485
Authentication Key Reader #474

FIPS 140-2 LEVEL 1 REQUIREMENT FOR PIVCHECK MOBILE EDITION

Several FIPS 20 1 approved product categories involve the use of cryptography. For those operations, PIVCheck software invokes
functions sup plied by Mi crosoft's Cryptographic APl and Cryptographic Primitives Library. To meet GSA App roved Produ ct Li st
requirements, certain cryptographic functions can only be provided by cryptographic modules that have been certified at FIPS 140-2
Level 1 or better. For APL compliance, PIVCheck Mobile Edition must be deployed on one of the following operating systems:

Microsoft Windows operating systems and FIPS 140-2 certifications

Operating System Validated Version Certificate

Windows CE 5.0 and 5.01 5.00.911762 and 5.01.01603 | #560

Rev. 05262010 Code 1
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SOFTWARE INSTALLATION

INSTALLATION OPTIONS

PIVCheck Mobile might not be pre-installed on the mobile biometric terminal. If a connection to the internet is available, then refer to
“Downloading PIVCheck Mobile directly on the Mobile Terminal” on page 14. If an internet connection is not available, refer to
“Installing PIVCheck Mobile File from a Flash Drive” on page 18.

IMPORTANT NOTICE

Please no te that the scree n cap ture imag es shown in this manual are for illustrative purp oses only. Screen icons may app ear
differently if you are using a device which uses a different screen orientation or a device which supports a higher screen resolution.
The following screen capture images were acquired from a mobile biometric terminal which has a screen resolution of 240 x 320 and
is using the portrait layout.

POWERING UP

Due to the variances of hardware configurations, please refer to the user manual for detailed instructions on powering on
your mobile biometric terminal.

Rev. 05262010 Code 13



DOWNLOADING PIVCHECK MOBILE DIRECTLY ON THE MOBILE
TERMINAL

To use this method, you must have an Internet connection and a user name and password to access the Codebench general download
site. If you have never used Internet Explorer from your mobile biometric terminal, it may need to be configured for Internet access.

Launch Internet Explorer and tap View.

File Edit Favorite | X

ﬂddress[ Teut Size »
Encoding 3

G0 2
Back Alt + =-
Forveard At + -z
Stop E=C
Refresh F5

Hide Toolbars

Internet Cptions

$ Internet

Fod |@ about... |_,=._JJ|> 1:26 PM |@ |%

Tap on Internet Options at the bottom.
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SOFTWARE INSTALLATION

When the dialog appears, tap on the Connection tab. Check the Use LAN (no autodial) option.

|Internet Qptions E]

General | Commection | Security | p{ <[]

[v] s LaN (no autodial);
Autodial name: |U5EI via COM3

Network

D &ccess the Internet using a
proxy server

Address:

Part: =0

Bypass proxy server for local
addreszes

P Intermet

F i ’:‘,’ITH.;.:IJr 1=zspm|ﬁ|%

If you are required to use a proxy server then check the Access the Internet using a proxy server option and supply the addressing
information for your site.

Tap the OK button to save the configuration options.

Now you are ready to download the PIVCheck Mobile software. Type the following URL into the browser's address bar:
http://www_pivcheck.com/cabs/

An authentication dialog will be displayed.

File Edit View Favorite %?| X

ﬂddrezs|Ifwww.pivcheck.cumfcabzf w

Please type your Lser
harne and password,

Site: wewewy, pivichieck, com
Realm Codebench PIVCheck
Liser Name I] |

Passwiord | |

I TCSTT TS

27 |9 pve... |._;.=.,*,r 1:48 PM |ﬁ |%
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Enter your User Name and Password into the appropriate fields and tap the OK button. If the information is correct, then an options dialog
will be displayed:

File Edit View Favorite %?| .

File Download E]

...MobileEdition-1.2.61.0.exe from
vy, pivchieck, com

Chioose an option:

O Run this program from its
cLrrent location

(®) Save this program to disk

Always ask before opening.

[ OK l ’ Cancel

l

) In-tér.net
E;" File Dow...

Lol b 1:51 PM |@ |%
Choose the options as shown above and tap OK. The new PIVCheck Mobile Edition executable file will be downloaded to the \Temp
folder on the terminal.

Tap the OK button to start the download.

[File Edit View Favorite %?| y,

li—'l [ 1 ol Fl
Save As (T [ @ k?‘ ®

3 \Temp

INarne: |EckMDbiIeEditiDn-1.2.51.0.8}{8

Type: |ﬁ3«pplil:ati|:|n w

ol

® Internet
File Dow...

e Jle. b 1:52 PM |@ |%
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SOFTWARE INSTALLATION

When the file download is complete, close Internet Explorer and tap on My Device and navigate to the \Temp folder.

[Ele Edit view Favorite ll@| %

96% of, PIVCheckMabileEd... [ ] [X]

Saving;

...MobileEdition-1.2,61.0.exe from
wivewy , pivCheck, com

Estimated time left:  6.57 MEI__Df
Download to:  \TemphPIVCheckMobile
Transfer rate: 349 KB/Sec

[ ]daose on completion | Cancel

Tile: el
® Internet

2o » 11:54 AM |@ ‘%

&7 |94% of ...

Double-tap on the P1VCheckMobileEdition 1.X.XX_.X.exe file and follow the installation wizard.

Rev. 05262010

| File Edit View Go | ||¢? %
@ T ERE=E
Mame

FErrvCheckMobileEdition-1.2.61,0.exe

>
e . b 1:55 PM ‘ﬁ |%
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INSTALLING PIVCHECK MOBILE FILE FROM A FLASH DRIVE

» Copy the PIVCheck Mobile Edition executable file onto the flash drive.

* Power up the mobile biometric terminal.

* Insert the flash drive into one of the standard USB ports located on the mobile biometric terminal.
* Double-tap the My Device Icon. The flash drive will appear as a Hard Drive in this directory.

» Double-tap on the Hard Drive directory to reveal the PIVCheck Mobile Edition executable file. Copy the executable file from the My
Device > Hard Disk directory to the My Device >Temp directory.

* Double-tap the executable file and follow the installation wizard.

This completes the installation.
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CONFIGURING THE SYSTEM

LICENSING THE SOFTWARE

1 Once the Windows CE operating system boots, use your stylus to double-tap the shortcut to PIVCheck Mobile Edition icon.
2 Enter the default operator User ID (admin) and Password (password) using the input panel.

PIVCheck Login

User ID
! | [ o
Passward
| | [ Cancel
Change password, .,
Fl
Documents
EBscf1[2[3[4][5]a][7[8][a]0]-[=][4
Tablq[wle[r[t][y[ulio[p[[]]
CAP|la|s|d|f|a|lh|j|k]l];]"
Shiftl z[x[c|¥|b|ln|m|.]|.[/]+
ctlai] - 4] L4ft]e]
o |~_.}p.5§:gr 10:27 AM |ﬁ|% 27| PIVChe... |~_.}p.5§:gr 10:28 AM |@|%

Your system integrator may have changed the default administrative User ID and Password from the Codebench factory
defaults located above. Please consult your system integrator's documentation.
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3 Press the OK button to accept the password and launch the PIVCheck Mobile Edition splash screen.

Fersonal Identity Vermcation Solutions

(C) Copyright — Codebench, Inc.

| Ze43r 10:29 am |@ |%

A You can disable the splash screen by un-checking the checkbox in the upper left-hand corner.

4 If your software has not yet been licensed, the splash screen will be replaced with the License Key Download dialog.

License kKey Download

This application is not licensed. Please use
the buttons below download a license key, &
permanent key will be issued is this machine is
registered, and a 30-day trial key will be
issued if the machine is nok registered,

If wou are nok connected to the inkernet
now, wou can manually inskall a license key
later.

|

| Conkinue withaut a license |\

| Download license key

An active internet
connection isrequired
when Download

/license key is

—— Press here to
continue with a trial
license or to enter
your license

manually.

B License K... |§.p-&ih 2:18 PM |@ |%

20

Code! =

This application is not licensed. Please use
the buttons below download a license key, A
permanent key will be issued is this machine is
registered, and a 30-day trial kew will be

issued if the machine is nok reiistered.

If wou are| | . nek
Ry, S !_n:enze successully e
later . installed

| Download license key |

| Conkinue withaut a license |

B License K... |§.p-&ﬂb 2:18% PM |@ |%
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CONFIGURING THE SYSTEM

TRIAL LICENSE

If you wish to evaluate the software for 30 days, press the Download license key button. The trial license consists of a fully functional

PIVCheck Mobile Edition. If you have purchased and registered the product then the online licensing service will reissue your fu |l
license, and the Licensed successfully installed pop-up will be displayed.

PIVCheck Plus Mobile Edition is not available in a trial version. To enable additional features such as Plus or Audit, please
contact the Codebench sales team who can enable those features ahead of time for the duration of the trial period.

ENTER YOUR LICENSE MANUALLY

If you do not have an internet connection or you need to license your software manually, press Continue without a license. The main
application will load and display the Home screen. The following steps shows how to add your license key manually.

PIVGheck Mabile Edition K] PIVCheck Mabile Edition &3

Home | Configuration | About
System ID:
a Re
ks

License Key:

2Y9Pa3T
Phata | Info | Events | Tools

Unknown

‘ ‘ Unknown

5 |pwche... o

Photo | Info | Ewents | Toals

[ Synchronize Configuration, ..

Batch Import. ..

]
[ ]
[ Export Audit Logs. .. ]
[ Change Logging Level. .. ]

... Enter License Jnfarmation. ..

i |plvche... |._.;¢a:g> 10:30 AM |@ |‘%

License key: License key: System ID:
[rzpSk-vahks-dgahs-yFazt | [rzpSk-vahks-doahs-yfazt | 2Y9PEIT
License Key:
RSEFL-9WAWY7-BTOYP-9KDPT
mput — Expiration date:
53':'131 II II I‘f Ifiltt_il?ll II IIUII' %?II Never Expires
. ab[q[we]r ¥ o]p . .
Sz o[BI AL 7] e
ift] z n BB 4
[Input Panel | ctifai] " [\ ] Te]r]e] Licensed Components:
E 4[5(6|7]8[(9[0[-[=(# xpand ko view
rafafute e ol 1e]S S
CAPla|s|d|[f|g|h|jlk|[I]: ipFingerp
shift[ z[x [c[v]b[n[m], . [/« [ Epmvecreck
Ctllaul I A I I 4 I I(_I_’ T:I;ltTrall
il |L|cense woo|| o > 10:02 AW |55 |% il |License |:;,_H » 10:02 AW |@ |% F Fcense [S- 3 21 em] |%

Expiration date:
Licensed:

Licensed Components:

i |License |<&__L 1:37 PM |@ |‘%

License

If PIVCheck Mobile Edition software has been pre-installed by the terminal manufacturer, then the license key you received
with your mobile biometric terminal is synched with the device’s unique system ID.

Enter the letters, numbers and dashes that make up your license key using the input panel. If you mistype a character, use the delete
key in the upper right-hand corner of the input panel to erase your input, then re-enter the correct character.

The license key field is now po pulated, indicating you have successfully licensed PIVCheck Mobile Edition. Press the Exit button to

return to the Application Configuration dialog.

Rev. 05262010
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CHANGING THE ADMIN PASSWORD

Out of the box the de fault username is admin, and the default password is password. It is stron gly recommended that you change the
administrative password immediately upon re ceiving a new mobile biometric terminal. To change the password, re-launch PIVCheck
Mobile Edition. After the splash screen displays, you will see the PIVCheck Mobile Edition Login dialog.

User ID
—
Password
Taphere to | | [ cancel
change your ———{ T pme]
password.
2
ut Panel
BscJ1[2[3[4[s5]a][7][8]0]0]-[=][«
Tab[a[wle]r[t]yJu]iJo]p[[]]
CAPla|s|d|fT|gh[j|k]l]:]"
shift| z [x[c|¥|[b|n{m =
ctfain] - JA] 1.;[ [«]=
&7 |PIvChe.. |»_.,a”°> 10:33 AM @|%

For each field, use your stylus to set the cursor position, and then use the input panel to enter your current password and new password.
Next, tap the Tab key which dismisses the input panel and reveals the OK and Cancel buttons. Press the OK button to login with your
new password and display the Home tab.

Change Password Change Password P P 0g PI¥Check: Mohile Edition E

i Configuration | About
Current password Current password User I i Configuration ou
| | |******** | |admin | I Ok l !
i -
Password '
Mew passwiord Mew password |******** | [ — ]
| | |******* | 2 3 \ a
- =pp-| Change password. ., ]
Retype new password Retype new password Photo | Info | Events | Teols
| | |******** L

N opane @. ut Panel “ﬁ r— Unknown
s 1 5]6]7]8]9]D]-]=]* 1121314]15]6/7)8[9]0 |- -
aIIJIgIIIIIIfIItILIIUII IIDIIIJ 1S : I 1 Esc[1[2]3 I‘Hfilﬁ ‘ ‘ k

' Unknown

Iz
t]y]u I I I
AP a|s|d i
Fi |vache... |;.',a:g> 10:30 AM |@ |%

=4

DB Tab[ q [w]
m|,].[/]+ CAP|a|s|d
=

—=

nift] z [x] . Ctlléi][‘l\cl HiiTe cf,i“n:n
DENEE L ctlai] - TA] ]

,.-"
I(—
Fid |Change |;.',@ » 12:36 PM |@ |% Fid |Change |;.',,*_> 2:37 AM |@ |% 2% [prvche... |:',=a:g> 10:34 AM |55

Shift] z [ %

ok
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CONFIGURING THE SYSTEM

CONFIGURING THE PACS PLUG-IN ON YOUR PC (PLUS ONLY)

PACS Service is a generic term for the ve ndor-specific PACS plug-in that brokers communication b etween your mob ile biometric
terminal and the PACS.

AUTHORIZING CLIENT CONNECTIONS

To authorize a client, open the PACS Service plug-in on the server click Tools > Manage Clients. A list of authorized client System IDs
will be displayed. If the client you are configuring is not displayed, click the Add button and a dialog will be displayed:

Client Information
—Clierts Fill in the
— necessary System |0 I
System D | Description | Enable Door Control information
GU4TLUU AKD74600282 False ’ escription: I
2YSPE3T AKD7A600226 False
GEMBDSE cbh-portablel False T Enable Door Corral
KBCWSST  AKD74600333 False = meareere
FEKBZ4E AKD7AE004 34 Falze Converter IP | Test
Port W
Type |FascN 75 Bt TSA =
i I I _'I Bit Format |
Parity Format
add || oo | [ Refresh | ey e :_
_Gese | =

The client's System ID will be added to the list. The client will now be able to connect to the PACS Service.

Manage Clients

Cliert Information

— Clients
System |D: [43xscau
System 1D | Description | Enable Door Control
Description:  [AK074300507 GU4TLUU AKD74600282 False
FrSPE3T ARD74600226 False
_ GEMBDSE cb-portablel False
W Zrsimi KECWSST  AKO74600333 False
Converter IP | Test FEKBZ4E AKD74600434 False
Port IW 43x5C41 ARD74900507 False
Type |Fasc-n 75 Bit TSA =1
Bit Format | P | | LI
Parity Format
| pdd | Deiee | Refresh |
Delay (sscs) |:
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SYNCHRONIZE CONFIGURATION (PLUS ONLY)

The fastest way to set u p the mobile biometric terminal is to synchronize the terminal's local configuration with the profile stored by the

PACS Service. Tap the Home Tab > Tools tab, then tap the Synchronize Configuration... button. Verify that the host name and ports are
correct.

PIVCheck Mobile Edition E]

Home | Configuration | Abouk

Photo | Info | Events | Toals

[ ............. =ynehronize Configurabion. .. ... ]
[ Batch Impart, .. ]
[ Export Audit Logs. .. ]
[ Change Logaging Level. .. ]
[ Enter License Information. .. ]

&7 PI¥Che...

Lo £ 3 10:37 AM |ﬁ |%

You can test your connection first, if desired.

Retrieve configuration

Server [192.168.5.59 |

Configuration Parameter Selection

Configuration Parameter L
Fingerprink Yerification
Prompt For Reqgistration
Isers
User Figlds
Blacklist Plugins
Card Termplates
Certificate Handing w

] [ Close ]

Lo[Ff » 10:21 AM |@ |%

Ej' Retrieve...

Select which settings you wish to download and tap the Start button to commence downloading the configuration profile from the PACS
service.
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When the configuration has been fully downloaded, the following message will be displayed:

Retrieve configuration

Rev. 05262010

Server |1-;z-. 168.5.59

Port Test

Configuration Parameter Selection

Con m

Configuration data
successtully retrieved from
sErver

:
Card Templates
Certificate Handling

—

Start Close

3 _Retrieve...

Lo[F ¥ 10:25 aM ‘ﬁ ‘%
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MANUALLY CONFIGURING THE PIVCHECK MOBILE DEVICE

To configure your mobile biometric terminal, tap the Configuration tab. The five sub-tabs which appear are labeled Plus, App, Blacklists,
Users and Door Control. We will address each configuration area in turn.

PIVCheck Mabile Edition [X]
Hn:nmel Configuration I,a,t..;.ut

Plus | app | Devices | Blacklists | Use I’
Prompt For Reqgistration

Server fddress

|192.168.2.60 |

Server Pork |1|:|1|:||:| H Test... ]

Cffline Folder:

|'|,Stu:urage Card\DavITProgram Files\PIYCh |
Save audit records ko server

[ Save ] [ Cancel ]

.."5' W “e[Fr 9:52 AM |@ |%

PLUS TAB (PLUS ONLY)

This section assumes you have successfully configured your mobile biometric terminal to communicate over a LAN, WiFi,
or GSM network. To configure your mobile biometric terminal, refer to “Authorizing Client Connections” on page 23.

Select the Plus tab to view the PACS service configuration dialog.

PIvCheck Mobile Edition [X]

Home | Configuration | about

Plus |app | Devices | Blackists | Use| <] ¥
Frompt: For Registration

Server Address

[192.168.2.60 |

Server Park |1|:|1|:|E| |[ Test, ., ]

Cffline Folder:

|'|,5tu:urage Card\DSYITProgram Files\PIViCh |
Save audit records to server

[ Save ] [ Cancel ]

..43' W Le[]F v 9:52 AH|@ ‘%
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CONFIGURING THE SYSTEM

REGISTRATION HANDLING

If Prompt for Registration is checked, then PIVCheck Plus Mobile Edition will always prompt the user to register the card information
into the PACS, save the information locally, or cancel. If not checked, PIVCheck Plus Mobile Edition will attempt to register the card
information automatically.

SERVER ADDRESS

The server address is the IP address of your PACS Service. The PACS server interprets data sent from the terminals, converting it to
a format understood by the PACS. The first time the application is run, the Server IP is normally set to localhost. Enter the IP address
or hostname of your PACS Service using the Input Panel.

PI¥Check Mobile Edition x]

Home | Configuration | about
Plus | App | Devices | Blackists | Use[ 4] P
Prompt for Registration

Server Address

[192.168.2.60 |

Eibuann]
Ciffline Folder:

|'|,5tc|rage Card\DSWITiProgram Files\PIVCH |

Server Port |1DIDD |

Save audit records ko server

[ Save ] [ Cancel ]

F o |p1vche... |._.,'.=Qf> 10:04 AM ‘ﬁ "%

SERVER PORT

Unless otherwise instructed, do not change the values for th e Server port field. Press th e Test... button to connect to your PACS
Service. If the connection was successful, you will see the following message.The server looks up the client's System ID and, if found
sends back the encryption key that the client should use to encrypt offline transactions. If the connection was successful, you will see
the following message.

JFivcheck Mobile Editiorses |

Homme | Configuration | About

Plus | app | Devices | Blacklists | Use I’

Prampk for Registration

e Test Results @]

192,14 The attermpted :I
connection to the

server was successiul
) and the server's key

OFfiine| yras dawnloaded. FEo0e

\Stara PIvCh

Save audit records to server

Server

[ad

[ Save ] [ Cancel ]

5 |p1uche... Lo[F » 10:04 AM |@ |%

The server looks up the client's System ID and, if found sends back the encryption key that the client should use to encrypt offline
transactions.
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PACS CONNECTION FAILURES

This section lists some of the most common conditions that result in a failure when the Test button is tapped.

CLIENT NOT AUTHORIZED

If the client has not been added to the list of authorized clients, the following will be displayed. On the PACS Service Administration GUI,
use the Tools > Manage clients option to add the client to the server database. Once completed, tap the Test button again.

[PtvCheck Mobile Edition™ |

Harne | Configuration | abook

Plus | app | Devices | Blacklists | Use| 4 | M
B Handshake Failure @]

3 Server 192,168.2,241:
E Client CFOGMEE is niot :I
authiorized. Please

5 use Tools -= Manage
Clierits in PACS
Service Administration :]
to add System ID
CFDGMAE. ]

!
I
[L

[ Save ] [ Cancel ]

2 lm §§>3:23PH|@|%

INCORRECT SERVER IP ADDRESS OR NETWORK ROUTING PROBLEM

You will see the following error dialog if your attempted connection was unsuccessful because the server IP or name was incorrect or the
request could not be routed to the server.

fFivcheck Mobile Edition e |

Haorne | Configuration | abaook
P . h b

ok

& connection attempt

failed because the

[ connected party did

hot propetly respond

after a period of

time, or established

connection failed

[ because connected host
has failed to respond.

—T

| I —

[ Save ] [ Cancel ]

.."5' lm “=[{F » 10:07 AM |@ |%
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CONFIGURING THE SYSTEM

SERVER EXISTS BUT PACS SERVICE IS NOT RUNNING
Please refer to the PACS Plug-in Administration Guide for your PACS for instructions on how to setup your PACS Service.

PIVGheck Mohile Edition E]

Haorne | Configuration | abook

Plus | app | Devices | Elacklists | Use I’
Prompt for Regiskration

£ Socket Errar

Mo connection could be
made because the
target machine

actively refused it

Save audit records to server

[ Save ] [ Cancel ]

.."5' lm S=[]F » 10:04 AM |@ |%

OFFLINE FILE FOLDER

A default offline file location of <Application Folder>\offline\ is defined when you install PIVCheck Mobile Edition. If you
wish to change the name or location of this folder, press the Browse button to view the Folder Selection dialog.

PIVCheck Mabile Edition [X]

Harne | Configuration | aboot

Plus | app | Devices | Blackists | Use I’
Prompt For Registration

Server Address

|192.165.2.60 |

server Port [10100 | [0 Teshun

Cffline Folder:

|'|,Stu:urage Card\DSYITProgram Files\PIVCH |
Save audit records to server

[ Save ] [ Cancel ]

.."5' lm Se[]F » 10:04 AH|@ |%
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A folde r browser wil | be d isplayed. The initia | locatio n is set to the currently selected folder which shoul d be su fficient fo r most

applications.
Browse, for, Folder

----- ' Enrallment_Data &
----- - SocketComapps
= Program Files
LD Office
-0 Inbio
= 3 PIvCheck_Mobile_Ec
----- = Card templates

----- 0 My Documents
----- ' Application Data b
£ >

[ Select ” Cancel ]

g Browse F... |_»_.-:p:H F 3:43 PM |@ |%

Navigate to a different portion of the file tree and select the new device and folder if you wish to relocate the offline file. Tap Select to
accept the change.

Press the Save button within the Plus tab to store your server URL and display the following popup dialog.

PIVCheck Mobile Edition [X]

Home | ‘Configuration | about

Plus | app | Devices | Blacklists Llsel_IL
Prompt For Reqgistration

Server Address

Saving ...

fag +_‘ Please wait whils the

" configuration data is saved...
*

|'\Stnrage Card\DaVITProgram Files\PIVCh |

Save audit records ko server

l Save ] [ Cancel ]

..'3 Wh}ﬁfr 10:04 AM |ﬁ |%
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CONFIGURING THE SYSTEM

When the configuration has been encrypted and stored on the device the following message is displayed:

PIVCheck Mohile Edition [X]

Home | Configuration | about
Plus | app | Devices | Blackists | Usel <] »
Prompt For Registration

Server Address

PIvCcheck 0K

Servel

Application configured
CFFlire]

-

|'|,Stu:urage Card\D3YIIProgram FilesPIVCH |
Save audit records to server

[ Save ] [ Cancel ]

.."5' lm e F » 10:04 AM |ﬁ |%

Press the OK button to return to the Home tab.

APPLICATION TAB

PIVCheck Mobile Edition contains several configurations located under the App tab. These configurations include Fingerprint options,
PIN options, Audit log folder location, and Error log folder location.

PIVCheck Mohile Edition E]

Home | Configuration | about
Plus | #PP | Blacklists | Users | Door ti_IL
Werify Fingerprink se PIN
Fingerprint Match Threshold
Limit Fingerprint Match Retrigs:

Fingerprint Match Retries
Audit Folder:

|'|,F‘ru:u;|ram Files\PIVWCheck_Mobile_Editionta

Errar log Folder: Browse...

|'|,Pru:ugram Files\PIMCheck_Mobile_Edition\e
[ Save ] [ Zancel ]

£7 |PIV¥Chec... || =20 4:34PM|@|%
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FINGERPRINT OPTIONS

VERIFY FINGERPRINT

If the Verify Fingerprint box is checked the cardholder will be prompted to present an index finger for on-card matching. If this box re-
mains unchecked, the cardholder will not be prompted to present his or her finger for a fingerprint scan, the fingerprint data will not be
read from the card and the fingerprint data will not be stored in the credential database.

A Verification without biometric matching is not recommended.

FINGERPRINT MATCH THRESHOLD

This parameter causes PIVCheck Mobile Edition to determine the minimum score th at is output by th e biometric te mplate matcher in
order to reduce the incidence of fa Ise rejections as well as fa Ise matches. This parameter is speci fic to th e matcher installed on the
mobile biometric terminal. The first two columns in the table below is shows the different combinations of mobile biometric terminals using
the bi ometric ma tcher purcha sed and inst alled. The third colu mn sh ows th e low est reco mmended threshold to set for your
device/matcher combination.

Mobile Biometric Terminal Biometric Template Matcher Lowest Recommended Threshold
DAP CE3240BWE Innovatrics 12300
Datastrip's DSV3 Identix 10
Datastrip's DSV2+TURBO Identix 10
Datastrip's DSV2+TURBO NEC 1400
Cross Match Be.U Mobile Innovatrics 12300
MaxID IDLMAX Innovatrics 12300

Each template matcher uses its own scale for scoring the degree that two templates match each other.

The lower the threshold as compared to the recommended threshold, the greater the risk of false matches. The higher the
threshold, the greater risk of false rejections. It is suggested to test out your device within a controlled group to find a
satisfactory median threshold and to calibrate your unit regularly.

LIMIT FINGERPRINT MATCH RETRIES
Checking this optio n will cause PIVCheck Mobile Edition to re ject any cardholder after a use r-defined number of bi ometric matching
attempts.

FINGERPRINT MATCH RETRIES
Use the virtual keypad to set the number of retries to the desired number.

LICENSE (FINGERPRINT TEMPLATE MATCHER)

& Applies to mobile biometric terminals for which the fingerprint matcher license is not preinstalled.
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CONFIGURING THE SYSTEM

If PIVCheck Plus Mobile Edition is being used, and a fingerprint matcher license has been purchased, then press the License button.

PIVCheck Mohile Edition E]

Home | Configuration | abogt
Flus | APP |EBlacklists | Users Du:u:urtl I>

Werify Fingerprink Use PIN

Fingerprint Match Threshold 15000

Limit Fingerprink Match Retries:

Fingerprint Match Retries 4

Audit Folder: Browse. .,

|'|,F‘ru:u;|ram Files\PIVWCheck_Mobile_Editionta

Errar log Folder: Browse...

|'|,F‘ru:u;|ram Files\PIVCheck_Mobile_Edition!e
[ Save ] [ Cancel ]

PI¥Chec... |[ a5 %) 4:34 PM
-

Press the Browse button, then navigate to the location of the license file which was transferred to your mobile biometric terminal from

your PC.
Fingerprint Matcher, License

Computer ID: |DH3NO'-.-'

License File: Browse

” Zancel ]

Lo E2r 4:43 PM |ﬁ |%

::j Fingerpri...
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Select the fingerprint matcher license file, then press OK. Your fingerprint matcher is now licensed.

anerprint Matcher Liﬂ

Compuber 0 [rzpirw |

Open [T | h? 0K X
&) \Temp

Marme: |Ii|:er'|Se.Ii|:

Type: |Li|:er'|Se files (*.lic) W

[ (o] 4 ” Cancel ]

Fingerpri... | e 2% 4:46 PM
===

AUDIT LOG FOLDER

The I ocation of th e audit log is co nfigurable. A d efault offline file location of <Application_Folder>\audit\Activity.pafis

defined when you install PIVCheck Mobile Edition. If you wish to change the name or location of this folder, press the Browse button to
view the folder selection dialog.

Browse for. Folder

----- ' Enrollment_Data -

----- ' SocketComapps

=5 Program Files

-3 Office

A Inbiox

- PIvCheck_Mobile_Ex
----- = Card templates

- J errorlag

----- 7 Iy Documents w
£ *

[ Select ” Zancel ]

&?" Browse F... ::-‘.7- _.H F 3:45 PM |ﬁ |%

Navigate to a different portion of the file tree and select the new device and folder. Tap Select to accept the change.

& The file name will always be named Activity.paf.
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CONFIGURING THE SYSTEM

ERROR LOG FOLDER

The error log contains information about errors that the PIVCheck Mobile Edition application was unable to handle cleanly. These are
generally unexp ected con ditions such as a missing d river, o r ce rtain n etwork errors, or issue s with smart cards. Each li ne of
information corresponds to a single trouble ticket and consists of the following columns:

* Operator's User Name
* Time

* Unit DI

* Error Description

* Exception Message

» Contact E-mail

» Contact Phone Number

The location of the error log is configurable. A default offline file location of <Application Folder> \errorlog\Errors.txtis
defined when you install PIVCheck Mobile Edition. If you wish to change the name or location of this folder, press the Browse button

to view the folder selection dialog.
Browse for. Folder

=53 PIviCheck_IMobile_Er »

£

[ Select ” Cancel ]

£7 |Browse f... | s M » 2:33 PM |@ |%

Navigate to a different portion of the file tree and select the new device and folder if you wish to relocate the error log file. Tap Select
to accept the change.

CONFIGURABLE CONTACT INFORMATION
The contact E-mail and contact phone number fields are configurable by editing or copying the following file, contactinfo.txt into
the PIVCheck Mobile Edition folder. The format of this file is:

helpdesk@somewhere .com, (703) 555-1212
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AUTOMATIC ROLLOVER

The current day's trouble ticket file is named Errors. txt. However, as of Release 1.2.18.0, this file is created each day after renaming
the previous days' file to Errors. <yyyymmdd>. txt where yyyymmdd are the year, month, and day corresponding to the file's entries.
The application stores up to ten (10) days of files in this manner. Files older than 10 days are removed from the folder.

DEVICES TAB

If PIVCheck detects that there are multiple smart card readers or fingerprint capture devices, the Devices tab will be displayed.

PIVCheck Mobile Edition [X]

Home | Configuration | abogt
Flus | App | Devices | Blacklisks | Use I"

Card reader device Canfig...

Capture device

Dakastrip Capture Device -

[ Save ] [ Cancel ]

e lm % 8 1:25AM|@|%

BLACKLIST PLUG-INS

For more information refer to the Codebench Blacklist_Plug-in_User_Guide.pdf. This manual is stored in the PIVCheck Mobile Edition
program files directory.
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CONFIGURING THE SYSTEM

USERS

For security reasons, it is not recommended to perform identity verification or to import data as an administrative user. The Users tab
allows you to set up user accounts to enable individual access to the device. Each user can have his or her login account.

PIVCheck Maohile Edition [X]

Haorne | Configuration | abouk

User ID:

Password:

Re-enter password:

Fole: I v
add Modify Delete
User 1D I Role
admin Administrator

[ Save ] [ Cancel ]

o W e 1:33AH|@|%

USER ID

Create a unique User ID for each operator and administrator who will be using this device. The user ID must be at least 2 characters
long.

PASSWORD

Create a secure p assword for each operator and administrator who will be usin g this device. The password must be atleast8
characters long.

ROLE

Select the role this user will play. The two options are operator and administrator. An administrator has complete control over all the
configuration settings on the mobile device. An operator has limited control over the mobile device and its settings. Below is a list of
the operator roles:

* Scan and validate PIV and TWIC cards.
* View cardholder photo.

* View cardholder information.

* View cardholder events.

* View the About tab.

« Batch import of audit information.

» Export Audit logs.

» Change logging level.

* View software license information.
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DOOR CONTROL (OPTIONAL)

The Door Control option provides an additional way to validate a PIV card. If the card is completely validated and the cardholder's identity
has been confirmed, a Wi egand protocol message is sent over the network to a Wiegand data converter. The converter transforms
network messages into Wiegand output, producing the same wire protocol expected from a typical PACS reader. Two typical use-case

scenarios are shown below.

Validating, Registering, Validating, then Unlocking
then Unlocking a Door a Door
2, PVCheck
requests and
- PSII:.ETGR recelves PACS
cardholdes card number for
registration data FASC-N
1. PACS
2. PACS sands access
FPIVCheck sends accass PIVCheck/ control rights,
Plus contral rights, TWICCheck | @xpration,
expiration, elc. o panels
etc.
3. PNCheck
Séeiziimk sends PACS
card numbsr
Mo or FASC-N
Code Rev. 05262010
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CONFIGURING THE SYSTEM

DOOR CONTROL CONFIGURATION FORM
The door control configuration form is shown below.

PIVCheck Mabile Edition ]

Home | Configuration | gbout

Elacklists | Users | Door Control 4|

Enable Door Conkral

Coverter P [192.168.2.28 || Test |
Park

Toae ———

Bit Format  [ppossssssssssscooocc|

Parity Format  [0:00000000000000 |

Delay (secs) EI

[ Save ] [ Cancel ]

ol W Lo KRy 8:12 AM |@ |%

PIVCheck Mobile Edition simply re ports the a ppropriate card number to the panel. The access control p anel or its host ultimately
decides whether a door or gate should be unlocked.

ENABLE DOOR CONTROL

By checking this option, PIVCheck Mobile Edition will automatically send a Wiegand card number to the specified PACS panel. If the
option is unchecked, no attempt is made.

CONVERTER IP

This is the IP add ress of the Wiegand converter connected to the PACS panel. Network-based panels usually have their own IP
address.

TEST
Click this button to send a test message to the Wiegand converter. The test message does not include a card number.

PORT
This is the TCP port on which the converter is configured to listen for messages.

TYPE
Two categories of card messages are supported:

¢ FASC-N or derivatives
¢ PACS card numbers
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FASC-NS AND DERIVATIVES
FASC-Ns are no rmally sent to p anels that su pport newer PACS readers such as HID iClass®. The ability to send FASC-Ns to PACS
panels is sup ported on both PIVCheck Mobile Edition and PIVCheck Plus Mobile Edition. The following FASC-N Wiegand formats are

available:
+  200-bit
+  75-bit GSA
+ 75-bit SA
+  64-bit
+  48-bit

PACS CARD NUMBERS

A PACS card number can be sent to the access panel after a person has been validated. This allows a site to use FIPS 201 credentials
to unlock doors on a legacy PACS system without upgrading access panel firmware in order to support processing FASC-Ns. The ability
to support PACS card numbers is limited to PIVCheck Plus Mobile Edition. The PIV card mu st be pre-registered with PIVCheck so that
the logical link between FASC-N and PACS card has been established.

The following PACS card Wiegand formats are available:

*  26-bit
*  34-bit
» 36-bit

» HID Corporate 1000
» CASI 3701
» CASI 3702
Additional custom formats can be added as needed.
Although it is best to manage door control from the PACS Server and use the Synchronize Configuration tool to download the correct

formats for the correct PACS panels, door control functionality can also be customized locally on the mobile client.

BIT FORMAT
For PACS card number formats, the bit format string shows how card number will be split into site codes and card numbers.

PARITY FORMAT
The parity format shows which bits will be used in the calculation of odd and even parity.

DELAY

If you intend to use the door control to send Wiegand reads after PIVCheck Plus registers a new card or cardholder, you may need to
impose a delay to allow the card information to propagate from the PACS to the panel. If you are not registering a card into the PACS and
are simply using PIVCheck as a validation tool, set this to zero.
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CONFIGURING THE SYSTEM

COMMUNICATIONS STATUS INDICATORS

The lower right portion of the events tab contains indicators for the last communications for the PACS server (PIVCheck Plus Mobile

Edition only) and the validation authorities.
PIVCheck Mobile Edition [X]

Home | Configuration | Abouk

> BT

L.

Photo | Info

I Type I [Mezzage .
Info Card info rettieved
Infa Fingerpint matched
Info Cardhalder authenticated!
Infa Registaring cardhalder
Info Cardhalder succesfully registered i %

< ¥

T E
&9 |PIVChec... |':.'-";§’ 3:39 PM |ﬁ |%

The meaning of the indicators are as follows:

U | | Last communications attempt with PACS service was successful.

E‘E-:j Last communications attempt with validation authority successful.

E ' | Communications attempt with PACS service has not been attempted.

E:i Communications attempt with validation authority has not been attempted.

u-,-_. Last communications attempt with PACS service was unsuccessful.

Eﬁ Last communications attempt with validation authority was unsuccessful.

SAVING YOUR CONFIGURATION

Press the Save button to store your application choices. Press OK to return to the Home tab.

Rev. 05262010 Code
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The PIVCheck Mobile Edition application employs a three-factor a uthentication proc.ess to validate a cardholder - something you
have, something you know, and something you are. The identity authentication process is described in detail within this chapter.

SOMETHING YOU HAVE (PIV CREDENTIAL)

When PIVCheck Mobile Edition is ready to validate a PIV or TWIC card, the first icon in the th ree-factor authe ntication pro cess,
representing the integrated card reader, will appear in color.

PIVCheck Mobile Editian [X]

Photo | Info | Events | Tools

Unkrown

‘ Unknown

&7 |PIvChe... | Ze52r 11:35 AM|@|%

The "Something You Have" requirement is met by the fact that a valid PIV or TWIC card has been inserted into the mobile biometric
terminal and the card has properly responded to a cryptographic challenged issued by the PIVCheck software. However, no personal
information can be read from this card until "Something You Know", the cardholder's PIN, has been entered to unlock the card. The
information needed to fully authenticate the cardholder requires data that is protected by the cardholder's PIN.
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SOMETHING YOU KNOW (KNOWLEDGE OF PIN)

Once PIVCheck Mobile Edition detects an identity card, a virtual PIN p ad is displayed, prompting the cardholder to enter his or her PIN.
Note that the numbers on the PIN pad are randomly arranged and is rotated to support the point of view of a cardholder.

PIN Input Keypad

[ooue)

0 N < ¥
v 0 O LN —

QIO NV

Bl
£7||PIN Inpu... |@ b 2:13 AM |@ |%

The PIN pad can be transposed to support the point of view of the operator by pressing the circular blue arrow.

PIN Input Keypad

Q
A (N [Q) = -

Cancel

&7 |PIN Inpu... |@ b 2:14 AM |@|%

If a PIN is mistyped, individual characters can be erased using the left-pointing arrow (<). All characters in the input field can be erased
using the erase button (<<).

— (N |W O |1
A 0D (O
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Once the PIN is entered and matched with the PIN recorded on the card, PIVCheck Mobile Edition extracts the fingerprint templates

and all X.509 certificates from the card.

PIN FAILURE

PIVCheck Mobile Edition E]

{| Configuration | Abouk

Zard info retrieval in progress. ..

r

Read CHUID, Issuer Asyrmetric Signature
card element,

&7 |PIvChe... |_b_¢-;|'.u5:g" 10:48 AM |@ |%

IDENTITY VERIFICATION

If the PIN entered by the cardholder cannot be matched against the PIN stored on the card, a popup dialog informs the cardholder the

PIN has failed, and will offer a re-try.

Select Yes to redisplay the virtual PIN pad and allow the cardholder to re-enter his or her PIN.

PIVCheck Mobile Edition will be unable to perform any further processing on a card for which the number of failed PIN

Check Mul:ﬁh__.

Home | Configuration | &bout

pr: A —

@ The PIM you supplied failed

to unlock the card,

You have 9 atternpts left.
Do wou want to try
entering a new: PIMN?

) )

112 PM Ewar  Inwalid PIM entered

¢ E

2 lmuﬁgfr 3:12 PM |@ |%

A attempts exceeds the maximum number of match attempts configured on the card. Once all the retries have been
exhausted, the card's PIN can only be reset by the card issuer. The card issuer is the facility you acquired your card from.

Rev. 05262010
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If the NO button is selected, the Events tab confirms the cardholder is not authenticated.

PIVCheck Mohile Edition E]

Photo | Info | Events | Tools

Tirne

I Type I Meszage s

1EL AM
1EL AR
1EL AM
1EL AR
1EL AM

£

Infa PIM enterad

Info Retriaving card info

Ewar  Inwvalid PIM entered

Emor  PIM entry canceled

Emor  Cardholder not authent

»

v

&9 |PIVChe...

Lo E2r 10:51 AM |ﬁ |%

Once the card is removed, the card reader icon re-appears in color, signaling the system is prepared to validate a new card.

PIN MATCH

If the PIV PIN is valid all of the information is extracted from the smart card. This includes the following:

46

CHUID

Card Authentication Certificate

Card Holder Facial Image and digital signature
Card Holder Fingerprints and digital signature

Key Management Certificate

PIV Authentication Certificate

Printed Information

Security Object

TWIC Privacy Key Buffer (if TWIC applet is present)

Code
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IDENTITY VERIFICATION

SOMETHING YOU ARE (BIOMETRIC ATTRIBUTES)

If the PIN is valid, and the verify fingerprint checkbox was selected during application configuration, a popup dialog prompts the user
to help the cardholder place his or her finger on the fingerprint platen. Once a fingertip is detected, PIVCheck Mobile Edition prompts
the integrated fingerprint reader to capture a live fingerprint.

PIVCheck Mobile Edition E]

Home | Configuration | About

Present Finger, E]

Instruct cardholder to place either index
finger on the platen.

CASTALDD, GERI B

Photo

&7 |PIvchec... |:‘,.a§> 9:57 AM |ﬁ |%

FINGERPRINT MATCH
After a few seconds, the biometric produces a fingerprint template from the scanned image. This template is then matched against
both fingerprint templates stored on the smart card. If the generated template matches ei ther of the two stored on the card then a

match is declared.

SCORING

The decision as to whether a cardholder's fingerprint template matches is somewhat arbitrary since different manufacturers' matching
algorithms produce scores which must be interpreted by the application. The minimum score produced by a matching algorithm in
which a biometric match truly occurred is called the fingerprint match threshold. Virtually every template matching algorithm uses a
different scoring system.

FINGERPRINT MATCH THRESHOLD

The fingerprint match threshold can be adjusted on the App tab. For the NEC template matcher 1400 is an acceptable threshold. For
the Identix template matcher 10 is an acc eptable threshold. For important configuring information and to determine which template
matcher is licensed, refer to “Fingerprint Options” on page 32.
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FINGERPRINT MATCH FAILURE

If the cardholder's fingerprint is not matched, a p opup dialog informs the operator the scanned fingerprint did not match the fingerprint
template stored on the card. Tap the Yes button to redisplay the Present Fingerprint dialog.

Fingerprint. Mismatch

The provided fingerprint
could not be matched
against the fingerprints on
the smart card. There are

3 attermnpts remaining.  Try
again?

If you tap the Yes button, the cardholder can present their finger again. This can repeat for as many retries are available. If you tap the No
button, both the Events tab and the Not Authenticated icon confirms the cardholder is not authenticated.

If the maximum number of retries has been reached, the following message will be displayed.

Fingerprint: Mismatch @]

The provided fingerprint
could not be ratched
against the fingerprints on
the smart card, There are
no attempts remaining.
Click O to cancel the
operation,

The events window will display the sequence of attempts.

PIVCheck Mobile Edition [X]

253

Phota | Info | Events | Tools

Tirne I Type I Mezzage -~

1052 &AM Emor Fingarptint not matche:
10:E3 AM Eror  Fingerptint nat matche:
10:E3 AM Eror  Fingerptint nat matche:
10:53 &AM Enor  Fingerptint match retrie
10:52 &M Ewor  Cardholder not authent %

< ¥

T E
£7| pvche... | o E3) 10:53 AM |ﬁ|%
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CERTIFICATE VALIDATION

If the captured fing erprint matches the fingerprint on the card, or the Verify Fingerprint option was left unch ecked during system

IDENTITY VERIFICATION

configuration, the card's certificates are verified using full PKI validation including checking the revocation status against an OCSP

responder or repeater. For TWIC cards, the card's FASC-N is checked against the TSA hot list.

THE CARD DATA WINDOW

Once a cardholder's certificates have been validated, the Card Data window displays the cardholder's photograph, first, middle, and
last name, FASC-N, GUID, Expiration Date, and other user-configurable data.

THE APPLICATION EVENTS WINDOW
The Application Events window displays a list of system events associated with system configuration and the validation of a PIV card.
Event fields include the time logged, the message type (Info or Error) and a brief description. The window includes a Clear button that
can be used to clear the window of event messages.

IDENTITY AUTHENTICATION

Once a card's certificates are verified, the fourth icon across the top of the display becomes a green check, indicating the cardholder

has been successfully authenticated.

PIVCheck Mohile Edition E]

Home | Configuration | &bout

Photo

Tirne I Type I Maszage .
220 PM InFo PIM entered

Z20PM Info Retriewing card info
Z20PM Info Card info rettieved
Z20PM Info Fingetpint rmatchad
Z20PM Info Cardhalder authenticate

< ¥

¢ E

2 lm Le[)F » 3:22 M |@ |%

DISPLAYING CARDHOLDER DATA

Three sub-tabs under the Home tab are available to support the PIVCheck Mobile Edition operator: Photo, Info, and Events.

Rev. 05262010
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PHOTO TAB
Once a cardholder's certificates have been validated, the Photo tab displays the cardholder's photograph, first, middle, and last name.

PIVCheck Mabile Edition [X]

Home | Configuration | &bout

ohalV

Info | Events | Tools

WVLISMAS, MARK C

2 lmw,,@fr 3:22 PM |ﬁ |%

INFO TAB

The Info tab displays the text information stored on a vali dated PIV card, including the first, midd le, and last name, FASC-N, GUID,
Expiration Date, and other user-configurable data.

PIVCheck Mobile Edition E]

Home | Configuration | About

ohalV

Unique ID

FASC-H FO997002018667 12000327 153
GUIC Qo00aaa0-0000-0000-0000-
Expiration 4119/2014

Information

Marne VLISMAS, MARE

2 WL&.@!» 3:23 PM |@|%
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IDENTITY VERIFICATION

EVENTS TAB

The Events tab displays a list of system event s associated with system configuration and the va lidation of a PIV car d. Event fields
include the time logged, the message type (Info or Error) and a brief description. The window includes a Clear button that can be used

to clear the window of event messages.
PIVCheck Mobile Edition [X]

Home | Configuration | About

3 . .

Tirne I Type I Maszage .
220 PM Infa PIM anterad

320PM Info Retrieving card info

220 PM Infa Card info retiewed
320PM Info Fingetpint matchead

220 PM Infa Cardholder authenticate ™

< ¥

ol
2 lmu,,@fr 3:23 PH|@ |%

2 By default, PIVCheck Mobile Edition logs system messages to the logs sub-directory within the installation directory. It is

Photo | Info

sometimes useful to refer to this log when attempting to troubleshoot system errors. Refer to your PACS Plug-in
Administration Guide for guidance on configuring the system messages captured in the logs directory.
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PACS REGISTRATION (PLUS ONLY)

PIVCheck Mobile Edition [X]

] Configuration | Abouk

2% (3

Photo | Info | Events | Tools | Register

The cardholder has been properly
authenticated. Please select one of the
Following:

@ Proceed to register cardholder
D Save credentials locally

D Cancel registration
87 |PIvChe... |,_.;.pa:g> 10:55 AM ‘@ |%

With the Plus option installed, three registration options are available:

* The operator may attempt to register the cardholder with the PACS
* The operator may save the cardholder's credentials locally
* The operator may choose not to register the cardholder

REGISTERING THE CARDHOLDER

To regi ster a card holder on the P ACS, sele ct the first checkb ox on the Register tab and press the Ok button. If the cardholder is
registered successfully, a confirmation message appears in the Events tab.

PIVCheck Mobile Edition E]

Home | Configuration | &bout

Fhoto | Info

E I Meszage -

Fingerpint matchad

Cardhalder certificates walidated

Cardhalder authenticated!

Reqistering cardhalder

Cardhalder succesfully registered in PaCs %

¢ >
v El
ol m|§e§g> 10:56 AM|ﬁ|%

Once the card is re moved, the Photo and Info tabs are cleared. The card re ader icon re-appears in co lor, signaling the system is
prepared to validate a new card.
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SAVING CREDENTIALS LOCALLY

To save a cardholder's credentials locally, select the second checkbox on the Register tab and press the Ok button. A co nfirmation
appears in the Events tab, indicating the cardholder information was successfully stored in a locally encrypted file.

pIvcheck Mobile Edition [X]

Home | Configuration | &bout

Phota | Info

I Mazzage e

Card info retrieved

Fingerpint matched

Cardholder authenticated!

Registeting cardholder

Cardholder successhully registered locally

S ¥

W &
&Y |PI¥Chec... |5¢§> 4:05 PM |@ |%

| Tools

IDENTITY VERIFICATION

Once the card is removed, the Photo and Info tabs are cleared. The card reader icon appears in colo r, signaling the system is

prepared to validate a new card.

CANCELING REGISTRATION

To cancel (skip) ca rdholder registration, select the thi rd checkbox and press the Ok button. As a result, a red system message is

displayed in the Events tab.

Rev. 05262010

pIvCheck Mabile Edition [X]

Home | Configuration | &bout

ohalV

Photo | Info | Events | Taools

Tirne I Type I Mezzage r
406 P Info Rettiewing card infa
ik P Infao Card infa retriewed
406 P InFo Fingerpint ratched
4k P Info Cardholder authanticats
407 PFM Emor  Reqistration canceled

< >

w E
Fod WM@» 4:07 PM |@ ‘%

-

Code

53



USER FIELDS

PIVCheck Plus Mobile Edition allows administrators to create customized data entry fields known as User fields. Once a new User field is
defined in your PACS data mapping template and downloaded using the Tools tab on the mobile biometric terminal, it appears as a new
dialog after the Ok button is tapped on the Register tab.

& Please refer to your PACS Plug-in manual for a detailed description on how to define User fields.

User field s represent a powe rful technique fo r capturing ad ditional cardho Ider da ta. On e useful example is associatin g th e PIV
credentials of a new cardholder with the cardholder's existing PACS badge, as expressed in the following use case.

During PACS registration, a new cardholder is prompted for his or her PACS badge via a User field. Both the credentials
and the PACS badge of the cardholder are recorded in the Certificate Manager database. During the process of credential
re-validation, the Certificate Manager detects the cardholder’s credentials have been revoked. As a result, the Certificate

Manager retrieves the cardholder’'s PACS badge and notifies the PACS. This allows the PACS to d eny the cardholder
access to controlled areas within the facility.

The Certificate Manager can also be configured to notify the PACS when the credentials of an existing cardholder have been
revoked. This does not require a User field, as the cardholder's PACS badge has already been captured in the cardholder's
PACS personnel record.

A User field that supports the above use case appears below. Once this User field that maps to this dialog is added to the PACS Service
data mapping template, and downloaded to the biometric terminal, the cardholder will be prompted for his or her PACS badge during the
process of registration. Once the text field is filled out, and the OK button on the dialog is pressed, the cardholder's PACS badge will be
uploaded to the C ertificate Manager database along with the cardholder's credentials, or cached locally for batch pro cessing at a later

time.
Lser, ﬁelisj_ :

Prox badge

[ ]

| ok || caneel |

&:j" User Fel... |_,';p _.'lJP 9:34 AM |@ |%
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IDENTITY VERIFICATION

Just as during normal registration, a confirmation message will appear in the Ap plication events window, letting the operation know

the operation was successful.
pIvCheck Mabile Edition [x]

Home | Configuration | Abouk

eV

1'-“._
L
Tools

Photo

I Type I Mezssage .
InFo Card info rettieved
Infa Fingerpint rmatched
Infa Cardholder authenticated!
InFo Registering cardholdar
InFo Cardholder succesfully registerad i ™

< ¥

W E
£7 |PIvChec... |.:;p§§‘> 3:39 PM |@ ‘%

Once the card is removed, the Photo and Info tabs are cleared. The card reader icon appears in colo r, signaling the system is
prepared to validate a new card.
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TOOLS

This chapter p rovides detailed information for the configuration of the fol lowing list o.f tools contained within the PIVCheck Mobile
Edition application.

® Synchronize Configuration

® Batch Import

® Export Audit Logs

® Change Diagnostic Logging Level

® Licensing the Software

SYNCHRONIZE CONFIGURATION (PLUS ONLY)

For more information refer to section “Synchronize Configuration (Plus Only)” on page 24..

BATCH IMPORT BUTTON

The Batch Import utility allows you to upload valid cards into the PACS server where they can be registered into the PACS itself. A
network connection is required for this.

Press the Batch Import button to display the Batch Import dialog.

Batch ImEur_t :

Server IP: 192, 168.2.241

Port: 10100 Text, ..
Tokal: 3
Success: 0
Failures; 1]
Marne I Status

192.168.2. 241 _20100402- 161122
192.162.2. 241 _20100402- 16 1052
192.162.2. 241 _20100402- 160952

Skart

£% |Batch Im... |:;pQ?> 412 ;H |@ |%
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The Batch Import utility will automatically refer to the directory containing the <stored>.dat files.

| File Edit View Go | |g? x

AR =x

ﬂc_ldregs|heck_MDbiIe_EditiDmeﬁine -

Marme

Qélgz. 168.2.241_20100402-161817 . dat
@ 192,168.2.241_20100402-161852 . dat
@ 192,162.2.241_20100402-161937 dat

>
L=[)F » 4:58 PM |@ |%

<
ajl ) offline

This directory was defined under the Configuration tab Configuration -> Plus -> Offline folder. For instructions to setup your offline folder
location, see “Offline File Folder” on page 29.

Press the Test button to test the server connection to be sure you have connectivity.

e tmpore——

Server IP: 192, 168.2.241
Port: 10100 Test, ..

Total: 3

Succe =
P P1vCheck [0K]

The attempted connection
Marnd to the server was

19z.1] successful
192.1
1921

Skark Cancel

27 |Batch Im... | o[]F » 4:00 PM |@ |%
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TOOLS

After you have tested the PACS Service, press the Start button to submit the cached credentials. Note that PKI validation is repeated.
This prevents PIVCheck Plus Mobile Edition from reg istering a card for a cred ential that was revoked while the cred ential was in
temporary offline storage. When the upload is complete, the following message is displayed.

h Import q

Server IP: 192.168.2.241

Fart: 10100

Tatal: 3

Success: 3
Hbiis Import complete, =
192.168.2.2 s
192.168.2.2 -

192.168.2.201_20100402-162722  Success

&7 | |Batch Im... |5.;@!> 4:29 PM |@ |%

Press the OK button to clear the popup dialog, then the Cancel button to return to the Tools tab.

BATCH IMPORT FAILURE

INCOMPATIBLE DATA FORMATS
If the batch import utility cannot submit cached cardholder certificates for registration, the Failure prompt dialog will appear.

Failure prompt

Message

Unexpected exception encountered while
submitting credenkials PIY-132456282012827-
5/18/2008

5elect course of action:

@ Ignore error, procede to nexkt ikem

O Stop the import operation

O Re-attempk importing this ikem

89 [Fatture p... |G 31> 7:57 am | | B
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Problems with the batch import utility are often caused by an incompatibility between the data format of a PIV card and the data format of
the target PACS personnel record. The purpose of your data mapping file is to synchronize these two sources of data.

RE-VALIDATION OF CERTIFICATES

Batch import invokes the blacklist plug-ins configured at the se rver so that certificates that have been stored in the credentials are re-
validated before importing the data record into the PACS.

Eﬂtth Import

Server IP: 192,168.2.251

Port: 10100

Tatkal: 1

Success: 0
s Irmport complete,  BUS
192, 16822 e #6509 Certj
L ¥

[ Start ][ Cancel ]

27 |Batch Im... |._;.=.be 5:03 PM |@ |%

Setver IP: 192,168.2.251

Part: 10100

Taokal: 1

SuCCess: ]

Failures: 1
Status

The %.509 Cetificate Far PIV Authentication cerificate

[ Skart H Cancel ]

&7 |Batch Im... |:',.;er 5:05 PM |@ |%
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TOOLS

EXPORT AUDIT LOGS BUTTON

This feature allows the user to convert the encrypted audit log to comma separated values (CSV) format.

PIVCheck Mobile Editian E]

Home | Configuration | About

Photo | Info | Events | Toals

Synchronize Configurakion, .,

Batch Import. ..

Zhange Logging Lewvel. ..

[
[
I: Evport Bdi Tans
[
[

Enker License Information. ..

27 PIVChe... |.:,',.=.£§gb 11:23 AM |@ |%

A If operating in online mode then audit records are sent to the server in real time.

AUDIT DATA ELEMENTS

Whenever a card is inserted and the PIN is matched, a new activity transaction begins. The following information is available for each
transaction:

+ Start Date and Time

*  TWIC Authentication Mode

* CHUID FASC-N

» Card Holder Name

« Expiration Date and Time

*  Number of PIN attempts (including first)

* Verification Date and Time

* CHUID Check Results (Ok, Bad, or Not Checked)

* Biometric Comparison Results (Match, No Match, or Not Configured)

*  TSA Hotlist Check Results (Not Found, Found, Not Configured, or Deferred)

» PKIl Validation Results (Good, Revoked, Not Configured, or Deferred)

* Operator User Name

e Unit (System) ID (serial number)

» Stop Date and Time

* Overall Result (Authenticated, Not Authenticated)
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UPLOAD TO SERVER (PLUS AND/OR AUDIT TRAIL ONLY)
If you are licensed for PIVCheck Plus Mobile Edition or PIVCheck Audit Trail, you may choose the Upload to Server option. This wil |
decrypt the locally cached audit log and insert the records that into the Audit database that is managed by the PACS Service plug-in.

Export Audit Logs

Upload ko Server

server [192.168.2.241 |

Pork 10100 Test

Export ko File Swskerm Ercwse

L |

Skart Close

&7 |Export ... |‘-'--§ 11:19 AM ‘@ ‘%

EXPORTING AUDIT LOG TO FLASH DRIVE

To decrypt the audit log and export it to a flash drive, insert a flash drive into one of the USB ports on the top of the terminal. Then tap the
Export Audit Logs button. Select the Export to File System radial button. Tap on the Browse button. A folder browser dialog box will be
displayed. Tap on Hard Disk. Then tap Select. When ready to begin the export, tap the Start button on the Export Audit Logs screen.

Export Audit Logs Browse for, Folder

O Upload to Server Eﬂ
----- W storage Card

Server [197.168.2.249 | ] network
Port  [10100 et || | LIRHzrd Disk
Expart ko File System i {
| ----- T Windowes

Skark [ Seleck ] [ Cancel ]
.Ej' Export ... || _.H b 10:29 AM |ﬁ |% ..j Browse F... _»_.;p@;b 5:02 PM |@ |%
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TOOLS

AUDIT LOG FILE CLEANUP

After the export to server or file is complete, you will be prompted to clear the existing audit file. It is recommended that before you tap
the Yes button, you remove the flash drive cont aining the exported log fi le and verify the files on a PC. If the file appears to be
complete and is not corrupted in any way then tap the Yes button.

[Export audit Logs — rt Audit Logs S R—

Ipload ko Server Upload to Server

Server [192,168.2.249 | Server [192.168.2.249
Port  [10100 | Test P

Exp wse @ Cleanup audit file?

Ensure that you have

"Hard [ Successfully uploaded E verified the exported fies :|

Audit Sessions before cleaning therm up.
| ....... Y ES ....... | | ND |
Skark Close Skark Close

£% |Export ... |5.p3|;}r 10:32 AM |@ |% &7 ||Export ... |._;.p:|;h 10:32 AM |@ |%

CHANGE DIAGNOSTIC LOGGING LEVEL BUTTON

This is an advanced feature designed to help debug cards that appear to be incompatible. In the event PIVCheck Mobile Edition
encounters an error while reading the contents of a card, remove the card from the reader and set the logging level to Informational

and Debugging Messages.
Change Logging Level

Please select which messages will be
written to the log file.

Generating debugging messages is
resource intensive. Debugging
messages should only be enabled
when specific technical information is
required.

@ Informational Messages Onlyi

O Informational and Debugging Messages

[ 04 ][ Cancel ]

B Change | 4 :H‘*_b 6:36 AM |@ |%
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Re-insert the card and repeat the operation that failed. Change the logging level back to Informational Messages Only. Then locate the
log file by tapping on the icon in the extreme lower right corner and switching to the Desktop.

Change Logging Level

Please select which messages will be
written to the log file.

Generating debugging messages is
resource intensive, Debugging
messages should only be enabled
when specific technical information is
required.

O Informational Messages Cnly

@ Informational and Debugging Messages!

[ (84 ][ Cancel ]

Please select which messages will be
written to the log file.

Generating debugging messages is
resource intensive, Debugging
messages should only be enabled
when specific technical information is
required.

O Informational Messages Cnly
@ Informational and Debugging Messages

PIvCheck e Edition

m (& Desktop

&% |change... ‘3’&9’ 10:43 AM |@ |%

! |change... ‘3’&9’ 10:45 AM|@|%

evice  Media Player

112
7]
MM ft _

~T . 1

PIvCheck Mobile Edition

& n
Batch I... || s i b 12:41 PM ‘@ ‘%

If your mobile boimetric terminal has a USB port then insert a fl ash drive into the USB port. Tap on My Device and navigate to the

following folder: Program Files -> Pivcheck_Mobile_Edition -> logs

An entry for the diagnostic log file should be displayed.

64

| File Edit View Go §5@| h? | X
¢ (2 XRIE-

MHame | Size | Type

5 i ' Q.26kB  LOG

< | >
27| legs |g_.}p‘._.g§> 12:45 PM |ﬁ |%

Codeh=n
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From the Edit dropdown menu, tap Copy.

File view Go| T|k? X
& Undo Delete Ctrl+7

Mame| cut Ctriex |2 | Typs
Copy Ctr+C |B LOG
Paste el

Paste Shortout

Select All Chrl+a,

Now, tap on the Up arrow on the Windows CE Explorer tool bar.

File Edit_View Go ?| N? | X
@ =L

Mame | size | Type

=lpivcheck.log ; 9.36KB  LOG

Continue to tap the Up arrow until the contents of the uppermost level are displayed:

Rev. 05262010

| File Edit View Go @|§? X
@ ;] El=E

MHame | Size | Type
SeHard Disk ; File: F
&' Metworlk File F
e Storage Card File F
o Temp File F
o Windonwes File F
B- Corrtrol Panel. nk 23 bytes  Shor

< >
22| QA my ... |:.;.a:,l;h 12:55PM|@|%
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Select Hard Disk to open the contents of the flash drive. Then, drop down the Edit menu. The Paste option will be enabled:

| File View Go| @N?| x

& Lndo Delete Ctrl+2
Mame| ot Cirl+x e | Type
w200 Copy Ctrl+C ps SV
=200 paste Ctrl+y  ps 05
200 paste Shortcut iz Text
200 s Text
[=]200 Select Al Ctrl+a ks CSY

Tap on Paste. The log file should immediately appear:

 Eille Edit View Go Flh‘? X

@ ¥ =k,
Mame | Size |T1_.r|:|e
] . 709 bytes Sy
| o 520 bytes  CSW
20080504_02161.., 351 bytes  Text

20080504_05555... 355 bytes  Text
2EIDE!DEEI4_EIE|194... 931 bytes C8v

This page is intentionally left blank.

< »
&Y |“eHard v s r 1i00 PM|@‘%

Remove the fla sh drive and insertitin to a PC. E-mail thelogfile as an attachment to Codebench Technical Support for a nalysis.
techsupp@codebench.com

LICENSING THE SOFTWARE

For more information refer to section “Licensing the Software” on page 19..
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UPDATING YOUR SOFTWARE

Keeping PIVCheck Mobile Edition up to date and compliant with the latest rules and re.gulations is very important to us. Which is why
you should frequently check to ensure that you are running the latest version of your Codebench software.

OVERVIEW

There are multiple ways to upgrade to th e latest release of PIVCheck Mobile Edition. The method you choo se will de pend upon
whether you have network connectivity and whether your software is properly licensed.

® You can request PIVCheck Mobile Edition to upgrade the software.
* Use the Windows CE Internet Explorer to download the software and install it manually.

® Copy the software from a flash drive to the mobile biometric terminal and install it manually.

AUTOMATIC SOFTWARE DOWNLOAD

To use the this method, you must have an Internet connection and a licensed copy of the software with a re vision level of 1.1.5.0 or
better.

Remove any cards from the smart card reader then select the About tab.

PIVCheck Mobile Edition E]

Home | Configuration | f

Personal |dentity Verification Solubions
{C) Copyright - Codebench, Inc.

PI¥Check Version: 1.2.61.0

© 2010 Cadebench, Inc, All Hights reserved,

gm §§>4:3spm|ﬁ &

& Note that the version number in the lower right corner is a hyperlink. Click the link. The following dialog will be displayed.
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Tap the Check for latest version button to see whether any updates are available.

Software Update

& connection will be made to the
server below to check For the latest
version of the software. IF a newer
wersion is available it can optionally be
downloaded and installed For you,

|www.pivcheck.mm |

[ heck Faor latest version ]

Current: 1.2.61.0
Latest: nknown

Download lakest Cancel

£ |Software... | s b 4:39 PM |ﬁ |%

If a newer version is available, it will be displayed as shown in the following illustration.

Software Update

& connection will be made to the
server below to check For the |atest
version of the software, IF a newer
wersion is available it can optionally be
downloaded and installed For vou,

|www.pivcheck.mm |

[ Check For lakest version ]

Current: 1.2.61.0
Latest: 1.2.62.0

Diownload latest _ance|

&j’ Software...

% _Tr 439 M |ﬁ|%
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UPDATING YOUR SOFTWARE

Tap the Download latest button to upgrade the software, and the following dialog will be displayed. Otherwise, tap Cancel to close the
dialog. When the download is complete, you will be prompted to allow the installer to close the current application instance.

& connection will be made to
pivcheck. com to check For the lakest

CIC1 Ll [l UPS | d_ LR

Install latest?

I order to install the latest
WEFSion,

the application wil need to
be shutdown,

Wiould you like to
continue?

B Software |4.;J_‘p§ £:12 PM |@ |%

Since PIVCheck Mobile Edition is already installed you will be prompted to shutdown the application. Tap Yes to continue.

Codebench PIVCheck
Mobile Edition is already
instaled, Re-nstall?

In =]

Explo r'E!r'-

&% |Installing... |<.;J_Ls§‘ 8:14 PM |@ |%
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Tap the OK button to overwrite the current installation. (Your configuration settings will be preserved).

Install Cod... (T [ 7 l;? v,

@] ...\PI¥Check_Mobile_Edit

== audit

| cache

I Card terplates
| certs

< >

t Pan
EBsc1]2[3]4]5
Tab[q[wle]r]
CAP|la|s|(d]| T
Shift[ z [ c|¥ :
ctifain] - [\ ] [Lt]e]=

&4 |Installin... |-_;.a 2 11:39 AM |@ |%

Tap the OK button to proceed with the installation. The progress bar will appear to be truncated at both ends. This is normal Windows CE
behavior.

|Ei|E Edit View §u| |h~? *

& 5 I G =R

[arme
ing Codebench PIVCheck Mobile Editiy

g files. ..

e Carc\DSYITPrograrn Files\PIVCheck Mo

Cancel

£ >
£7 | Installing... |4__',_,=§ 8:21 PM |@ ‘%
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UPDATING YOUR SOFTWARE

INSTALLING AN EXECUTABLE FILE VIAINTERNET EXPLORER
DOWNLOAD

To use this method, you must ha ve an Internet conn ection and a user n ame and p assword to access the Co debench general
download site. If you have never used Internet Explorer from your mobile biometric terminal, it may need to be configured for Internet
access.

Exit the PIVCheck Mobile Edition application.

Launch Internet Explorer and tap View.

| File Edit Favorite % X

ﬁ-‘-.ddressl- Text Size 3
Encoding b

G0 3
Back At + =-
Forvard At + -=
Stop E=C
Refresh FS

Hide Toolbars

Internet Options

P Internet

e 1) 1:26 PM |ﬁ|%

ajl @ about...

Tap on Internet Options at the bottom.
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When the dialog appears, tap on the Connection tab. Check the Use LAN (no autodial) option.

| Internet Options @] E]

General | Connection | Security | P <M

Use LAN (no autodial i
Autodial narme: |U5EI wia COM3

Network

D Arcess the Internet using a
proxy server

Address:

Part: 20

Eypass progy server for local
addresses

® Internet

i ’f)IT % 1=2spm|@|%

If you are requi red to use a proxy server then check the Access the Internet using a proxy server option and supply the addressing
information for your site.

Tap the OK button to save the configuration options.

Now you are rea dyto downloada ne wversio no f software. T ype the

following URL in tothe browser's address bar:
http://www.pivcheck.com/cabs/

An authentication dialog will be displayed.

[Ele Edit View Favorite %?| %

ﬂ«ddrezg|waw.pivcheck.cumfcabzf w

Enter. Network Password @] E]

Please type your Liser
harne and password,

Site: wewewy, pivichieck . com
Realm Codebench PIVCheck
Liser Mame I] |

Password | |

e IT TSI IS

Lo e b 1:48 PM |ﬁ |%

27 |[9] pvc...

72
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UPDATING YOUR SOFTWARE

Enter your User Name and Password into the appropriate fields and tap the OK button. If the information is correct, then an options
dialog will be displayed:

[Ele Edit View Favorite %?| .

File, Download E]

...MobileEdition-1.2.61.0.exe from
v, pivchieck, com

Choose an option:

O Run this program from its
Current location

(®) Save this program to disk:

Always ask before opening.

[ OK l ’ Cancel ]

-l

] In-tn-er.net_
Lol b 1:51 PM |@ |%

E;" File Dow...

Choose the options as shown above and tap OK. The new PIVCheck Mobile Edition executable file will be downloaded to the \Temp
folder on the terminal.

Tap the OK button to start the download.

File Edit View Favorite %?| X

h O 1 - | F
Save As (JF [ 7 k? ®

3) \Temp

Marne: IecanhiIeEditiDn-l.E.Eul.El.exe

Type: |ﬁ-‘«pplil:atil:ur‘| w

-~ ... — =
® Internet
s J. b 1:52 PM |@ |%

File Dow...
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When the file download is complete, close Internet Explorer and tap on My Device and navigate to the \Temp folder.

Double-tap on the P1VCheckMobileEdition 1.X.XX.X.exe file and follow the instal

74

[File Edit View Favorite %?| Y,

Saved:
Dowenload Complete

«.MobileEdition-1,2.61.0.exe from
vy pivcheck, com

Downloaded: 253 KB in 1 sec
Download to: Y\ TemplPIvCheckMobile
Transfer rate: 253 KBfSec

[ ] Close on completion

... =
P Internet
JoJk. b 1:53 PM |@ |%

:j' Downloa...

lation wizard.

File Edit View Go | |i¢? %
@ i TR =R
Marme

FrrrvCheckMobileEdition-1.2,61,0.exe

*
e . ¥ 1:55 PM |ﬁ |%

L4
25([S Teme

Code
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UPDATING YOUR SOFTWARE

INSTALLING AN EXECUTABLE FILE FROM A FLASH DRIVE

» Copy the executable file onto the flash drive.

* Power up the mobile biometric terminal.

» Insert the flash drive into one of the standard USB ports.

* Double-tap the My Device Icon. The flash drive will appear as a Hard Drive in this directory.

» Double-tap on the Hard Drive directory to reveal the PIVCheck Mobile Edition executable file. Copy the executable file from the
My Device > Hard Disk directory to the My Device >Temp directory.

» Double-tap the executable file and follow the installation wizard.

This completes the installation.
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APPENDIX A

REFERENCE DOCUMENTS

1

10
11

12

13

14
15
16
17
18

Federal Information Processing Standard Publication 201-1 (FIPS 201-1): Personal Identity Verification (PIV) of Federal
Employees and Contractors, NIST, March, 2006

NIST PIV Program web site, http://csrc.nist.gov/piv-program

NIST Special Publication 800-63-1: Electronic Authentication Guideline: Recommendations of the National Institute of
Standards and Technology, February 2008.

NIST Special Publication 800-73-3: Interfaces for Personal ldentity Verification — Part 1: End-Point PIV Card Application
Namespace, Data Model, and Representation, February 2010.

NIST Special Publication 800-73-3: Interfaces for Personal Identity Verification — Part 2: End-Point PIV Card Application Card
Command Interface, February 2010.

NIST Draft Special Publication 800-76-1: Biometric Data Specification for Personal Identity Verification, January 2007.
NIST Special Publication 800-78-2: Cryptographic Algorithms and Key Sizes for Personal identity Verification, February 2010.

NIST Special Publication 800-79-1 (SP 800-79-1): Guidelines for the Accreditation of Personal Identity Verification (PIV) Card
Issuers (PCI's), June 2008.

NIST Draft Special Publication 800-85 A-1 (SP 800-85 A-1): PIV Card Application and Middleware Interface Test Guidelines (SP
800-73-2 Compliance), March 2009

NIST Draft Special Publication 800-85 B (SP 800-85 B): PIV Data Model Test Guidelines, July 2006

NIST Draft Special Publication 800-85 B-1 (SP 800-85 B-1): DRAFT PIV Data Model Conformance Test Guidelines, September
11, 2009

NIST Draft Special Publication 800-87 Rev 1 (SP 800-87 Rev 1): Codes for Identification of Federal and Federally-Assisted
Organizations, April 2008.

NIST Special Publication 800-116: A Recommendation for the Use of PIV Credentials in Physical Access Control Systems
(PACS), November 2008.

TWIC Reader Hardware and Card Application Specification Version 1.1.1, May 2008

TWIC Technical Advisory TA-2008-TWIC001-V1.0, TWIC Reader Functionality Augmentation, September, 2008

TWIC Technical Advisory TA-2009-TWIC001-V1.0, Format for a TWIC Card with no Fingerprint Biometric Data, March, 2009
TWIC Technical Advisory TA-2009-TWIC002-V1.0 Additional Error Code Definitions for TWIC Cards, March, 2009

Smart Card Alliance Publication Number: PAC-07002: Physical Access Control System Migration Options for Using FIPS 201-1
Compliant Credentials, September 2007.
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APPENDIX B

CARD DATA CONTAINERS

TABLE 1. PIV DATA CONTAINERS

Container Name Container ID Access Rule Contact / Contactless  Mandatory/Optional

Card Capability Container 0xDB00 Always Read Contact Mandatory
Card Holder Unique Identifier 0x3000 Always Read Contact & Contactless? Man  datory
X.509 Certificate for PIV Authentication 0x0101 Always Read Contact Mandatory
Cardholder Fingerprints 0x6010 PIN Contact Mandatory
Security Object 0x9000 Always Read Contact Mandatory
Cardholder Facial Image 0x6030 PIN Contact Optional
Printed Information 0x3001 PIN Contact Optional
X.509 Certificate for Digital Signature 0x0100 Always Read Contact Optional
X.509 Certificate for Key Management 0x0102 Always Read Contact Optional
X.509 Certificate for Card Authentication | 0x0500 Always Read Contact / Contactless Optional
Discovery Object 0x6050 Always Read Contact Optional
Key History Object 0x6060 Always Read Contact Optional
Retired X.509 Certificate for Key 0x1001 Always Read Contact Optional
Management 1

Retired X.509 Certificate for Key 0x1002 Always Read Contact Optional
Management 2

Retired X.509 Certificate for Key 0x1003 Always Read | Contact Optional
Management 3

Retired X.509 Certificate for Key 0x1004 Always Read | Contact Optional
Management 4

Retired X.509 Certificate for Key 0x1005 Always Read | Contact Optional
Management 5

Retired X.509 Certificate for Key 0x1006 Always Read | Contact Optional
Management 6

Retired X.509 Certificate for Key 0x1007 Always Read | Contact Optional
Management 7

Retired X.509 Certificate for Key 0x1008 Always Read | Contact Optional

Management 8
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Retired X.509 Certificate for Key

Management 9 0x1009 Always Read Contact Optional
Retired X.509 Certificate for Key 0x100A Always Read Contact Optional
Management 10
Retired X.509 Certificate for Key 0x100B Always Read Contact Optional
Management 11
Retired X.509 Certificate for Key 0x100C Always Read Contact Optional
Management 12
Retired X.509 Certificate for Key 0x100D Always Read Contact Optional
Management 13
Retired X.509 Certificate for Key 0x100E Always Read Contact Optional
Management 14
Retired X.509 Certificate for Key 0x100F Always Read Contact Optional
Management 15
Retired X.509 Certificate for Key 0x1010 Always Read Contact Optional
Management 16
Retired X.509 Certificate for Key 0x1011 Always Read Contact Optional
Management 17
Retired X.509 Certificate for Key 0x1012 Always Read Contact Optional
Management 18
Retired X.509 Certificate for Key 0x1013 Always Read Contact Optional
Management 19
Retired X.509 Certificate for Key 0x1014 Always Read Contact Optional
Management 20
Cardholder Iris Image 0x1015 PIN Contact Optional

a.

In September 2007, this was changed from Contact to Contact & Contactless.

80
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TABLE 2. TWIC DATA CONTAINERS

Container Name

Container ID

Access Rule

Contact / Contactless

APPENDIX B

Mandatory/Optional

. 0xDFC101 Contact (and Magnetic
TWIC Privacy Key Buffer (0x2001)** Always Read stripe also) Mandatory
Card Holder Fingerprints ?(;()(Dzlf)g:],)qf Always Read Contact & Contactless Mandatory
%aeﬁiygder Unique ?6()(53':0%2)()),% Always Read Contact & Contactless Mandatory
Unsigned Card Holder 0x5FC104
Unique Identifier (0x3002)** Always Read Contact & Contactless Mandatory
Security Object ?&Dgzgagf Always Read Contact & Contactless Mandatory
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APPENDIX C

PROXIMITY READER CONFIGURATION - DSV2+ ONLY

OVERVIEW

The proximity reader included with the DSV2+ Turbo may ne ed to be configured to produce the correct bit sequence for the site's
proximity cards. This is done by removing the back cover of the DSV2+1urbo gng reconnecting the proximity reader to a PC so that a
new configuration can be downloaded to its NVRAM.

PROCEDURE

PREPARING THE READER

1

o o~ WN

Download the configu ration uti lity from http://www.rfideas.com/Software/pcProxConfig.exe and install iton a W indows XP
computer. Do not start the program yet.

Using a screw driver, remove the back cover from the DSV2+Turbo mapile terminal.

Disconnect the USB cable from the built-in receptacle located between the battery pack and the pcProx reader.

Ensure that the DSV2+TU js powered down.

Disconnect the USB connector between the pcProx reader and the USB extension on the DSV2+Turbo,

Carefully extend the two-inch USB cable from the pcProx re ader and connect it to the PC. T he led on the pcProx reader will
display in red.

Start the p cProx configuration utility. It willimmediately query the PC's USB ports to locate the pcProx reader. Click the Set
Keystroke Data tab.

FACILITY AND ID CODES

From the application menu, select File > Open... and select the file format for your site. Adjust the information in the F acility
(FAC) & ID Codes section to meet your site's requirements.

KEYSTROKE DATA

In the keystroke data section, configure as shown in the following illustration:
When complete, click the Write to pcProx or AIR ID button.
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