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CREDENTSYS™ CARD FAMILY
standard PIV key reference values are supported in 
the PIV II interface.

Credentsys cards are ideal for U.S. government 
Personal Identity Verifi cation (PIV II) projects as 
mandated by the HSPD-12 Directive.

Credentsys™ is a secure smart card family that is 
designed for national ID systems, passports, and 
multi-use enterprise security environments.  The 
family is certifi ed to FIPS 140-2 and 201-1/SP800-
73-1 specifi cations.

CardLogix Credentsys smart cards achieve high 
security assurance by resisting identity fraud and 
tampering, using rapid electronic authentication. 

Credentsys cards offer a combination of high 
performance and cost-effectiveness by running on 
advanced 32-bit RISC processor cores with DES & 
PKI Crypto acceleration. Two different confi gurations 
are available, supporting Java™ and MULTOS™ 
applets.  All cards include contactless communication 
protocol ISO 14443 Type A or B.

Credentsys cards offer a high level of built-in 
security with abnormal condition detection sensors 
to uncover changes in voltage, light, temperature, 
frequency, and other forms of tampering, such as 
glitch generation. 

All cryptographic key objects, PIN objects and 
other sensitive data are always stored in non-
volatile memory in an encrypted format. Integrity 
checks are performed on all critical system and data 
components prior to each access in order to detect 
tampering, allowing  the  Credentsys secure kernel 
to take defensive action. The memory protection unit 
is used for secure isolation of applications and OS 
code. All supported chips have received Common 
Criteria EAL 5+ certifi cation. 

The Credentsys card’s crypto library utilizes 
hardware crypto accelerators for 3DES, RSA, and 
DSA operations. The chips and OS’s are designed to 
withstand differential timing (DTA) and power (DPA) 
attacks and are fully compliant with FIPS 140-2 level 
3 requirements. On-card RSA asymmetric key pair 
generation is supported up to 2048 key lengths. 

The Credentsys card family also supports full 
implementation of a logical credential data model 
that includes, but is not limited to, PIV II, Card Holder 
Unique ID, and PIV Authentication data as well as 
biometric, facial, and fi ngerprint data. The optional 
extension to the PIV data model includes dedicated 
key pairs with a certifi cate for digital signatures and 
key management, plus a special authentication 
key for additional physical access applications. All 
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Features:

Operating ranges from 2.7 V to 5.5 V
Power-saving Wait and Very-Low-Power 
Stop modes
Power-up detection
Full GlobalPlatform support

Memory: 

72k - 128k bytes of user EEPROM

FIPS 140-2 Level 2 and 201-1 SP800-73-1 
Certifi ed:

Full support for high-level PIV client 
APIs and low level interface commands 
at card edge  
Built-in PIV II Card Application with 
CHUID data object; post-issuance 
applications can be loaded as required
Authentication of an individual is 
performed via PIN or by utilizing 
Biometric methods

Security:

Dedicated hardware for protection 
against SPA/DPA/DEMA/SEMA attacks
Velocity checking
Advanced protection against physical 
attacks
Environmental protection systems
Voltage monitor
Frequency monitor
Temperature monitor
Light protection
Secure memory management/access 
protection (Supervisor Mode)

Application Resources (Depending on Device):

Persistent Memory (EEPROM):
62 kB - 128 kB
Transient Memory (RAM):
2 kB - 8 kB
Transaction Buffer:
512 bytes
APDU Buffer Size:
261 bytes

•
•

•
•

•

•

•

•

•

•
•

•
•
•
•
•
•

•

•

•

•

Communication Protocols:

Contact Mode:
ISO 7816 T=1, baud rates from 9600 to 
650k

Contactless Mode:
Contactless Interface Controller (CIC) 
with full support for ISO/IEC 14443 Type 
A & B protocols
Supply voltage clamp and regulation
Reader-to-Card:

ISO/IEC Type A: 100% ASK   
 modulation and modifi ed Miller bit  
 coding

ISO/EIC Type B: 10% ASK   
 modulation and NRZ Bit coding 
Card-to-Reader:

ISO/IEC Type A: Generation 
of 847.5 kHz subcarrier with OOK 
modulation and Manchester bit coding

ISO/IEC Type B: Modulation of   
 incoming RF carrier by resistive   
 load switching / generation of   
 847.5 kHz subcarrier with BPSK  
 modulation / NRZ data encoding
Baud Rates: Up to 424 kbps
RF Frame: Up to 256 Bytes

On-Card Registry:

Number of applets limited only by 
available persistent memory
Fast search times for any entry selection

Data Objects Supported:

X.509 certifi cate / card validation key
CHUID
Cardholder biometrics

•

•

•
•

•

•

•
•

•

•
•

•

•

•
•
•
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All Standardized PIV II Middleware that meets SP800-73-1 requirements

ImageWare Systems Card Management System (CMS)

Intercede CMS

RSA PIV II Middleware and CMSs

SafeSIGN Middleware Cryptographic Service Provider (CSP)

SafeSIGN Token Manager

Worldwide Trust CMS

•

•

•

•

•

•

•

Lithographic Card Printing

Guilloche and Rosettes

Microprinting

Laser Engraving

Magnetic Stripes (HiCo, LoCo, and colored)

Card Punching

Optically Variable Devices (OVDs)

Holograms and Holomags

Barcode Printing

Serialization and Variable Image Printing

Tamper-Evident Signature Panels

Tamper-Evident Packaging

Ultraviolet Inks

Hidden Images (Card Validator™ graphics)

Color Shifting Inks

Colored Interlayers 

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

•

*Please see CardLogix Graphics & Security Printing Guide for further details.

CardLogix can program your card orders, including Mag-Stripe encoding and software loading. Other options include 
fulfillment (e.g. affixing cards to special carriers such as promotional collateral). You can also order cards serialized and 
inserted into envelopes that can be stamped and mailed. Card lots can also be individually sleeved or shrink-wrapped 
for non-secure delivery.

Magnetic Stripe: Can be encoded to various industry specifications. Our Magnetic Stripe cards can be encoded to the 
specifications set by leading manufacturers of automated banking equipment for tracks 1, 2, and 3.

Applet & Data Loading: CardLogix can load both Java and MULTOS applets and all standard types of data, such as 
identification records, health histories, etc.

Certificate Key Loading: For security applications, CardLogix can load the card with digital certificates, transport and 
encrypted keys.
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