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1. INTRODUCTION

CAC for a Mac is the ability to use a Department of Defense (DoD) common access card (CAC)
on Apple Macintosh computers to access Web sites that require DoD certificate authentication.

It was written to allow Navy Marine Corps Intranet (NMCI) users to access their NMCI e-mail
using the NMCI Microsoft Outlook Web Access (OWA) portal. Access to other sites is possible;
however, the required steps are not addressed in this document.

1.1 Use at Your Own Risk

These instructions comprise several steps, which are described in sufficient detail to be
understandable by a casual user. EDS is not responsible for any loss of use as a result of
installing the software or making the configuration changes discussed in this document.

1.2 Required Items and Software

This section describes the hardware and software needed to access NMCI Exchange e-mail via
OWA with a Macintosh operating system (OS) X system.

e An Intel-based Apple Macintosh computer running OS X 10.5.1 or higher. (See Note 1.)

e Apple Smart Card Services Update, version 1.2. (See Note 2.) It can be downloaded from
the following location:

http://idisk.mac.com/dp.hayes-Public/Smart Card Services Update v1.2.pkg.zip
e Avalid DoD CAC.

e An SCM Micro Model SCR331 universal serial bus (USB) Smart Card Reader with
Firmware, version 5.25 or later. (See Note 3.)

e Administrative access to a computer running Microsoft Windows XP (WXP) OS is required
if the SCR331 USB Smart Card Reader Firmware requires updating.

Note: 1. This document has been tested only on Intel-based systems running Apple OS X
version 10.5.4 and 10.5.5 however it should be applicable to G4 and G5 PPC-based Apple
systems. Steps to update the OS X OS are included in this document.

Note: 2. Apple Smart Card Services Update, version 1.2 is for PPC and Intel-based Apple
computers running Mac OS X version 10.5.4 or 10.5.5. The Smart Card Services Update,
version 1.2 package is an update of the version 1.1 Intel-only patch which contained some
components that were not universal and were only valid for Intel-based systems. This means that
anyone with a PowerPC (PPC)-based system or an Intel-based Apple running Mac OS X 10.5.5
should not install version 1.1 of the Smart Card Services Update. Appendix B, Uninstall Smart
Card Services Update, provides the uninstall procedure to remove Smart Card Services Update
version 1.1, if necessary.
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Note: 3. This document was written using the SCR331 USB Smart Card Reader. Several other
brands and models of Smart Card Readers are supported by Apple, however they have not been
tested using this procedure. SCR331 USB Smart Card Readers with Firmware version of 2.00 or
higher can be updated to version 5.25. Steps for updating the SCR331 USB Smart Card Reader
Firmware are provided in Appendix A,

Note: This completes the setup procedure.

Note: SCR331 Firmware Update Procedure.
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2. INSTALLATION PREPARATION

Table 1 lists the steps to prepare to install this solution.

Table 1: Preparation Instructions

=L Action

No.

1. Ensure the SCR331 USB Smart Card Reader is connected to the Macintosh.

2. Power on the Macintosh computer and log in with an account that has administrative
privileges.
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2.1 Verify OS X Version

Table 2 lists the steps to verify the Macintosh computer’s OS is at the required patch level.

Table 2: Verify OS X Version

Step .
No. Action
1. From the Apple - Menu, click About This Mac. The About This Mac window

appears:

a About This Mac

Mac OS X

Version 10.5.4

'f_ Software Update... )

Processor 2.6 GHz Intel Core 2 Duo
Memory 4 GB &7 MHz DDR2 SDRAM

Startup Disk Macintosh HD

¢ More Info...

L= St L e

M & © 1983-2008 Apple Inc

All Rights Reserved

The second line displays the OS version number. Verify it is 10.5.4 or higher.

2. If not, update the OS by clicking {_Seftware Uedate... ) ang follow the prompts. Note
that some OS patches may require restarting the computer.
3. Repeat as required to bring the OS version up to 10.5.4 or higher. Version 10.5.5 is

preferred do to other updates provided.
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2.2 Verify SCR331 Firmware Version

Table 3 lists the steps to verify the SCR331 USB Smart Card Reader Firmware version.

Table 3: Verify SCR331 Firmware Version

Step
No.

Action

If required, from the Apple ] Menu, click About This Mac. The About This
Mac window appears:

8. About This Mac

Mac OS X

Version 10.5.4

'f_ Software Update... \'

Processor 2.6 GHz Intel Core 2 Duo
Memory 4 GB &7 MHz DDR2 SDRAM

Startup Disk Macintosh HD

'r’_ More Info...

i

W & © 1983-2008 Apple Inc
f

All Rights Reserved

Moreinfo.. ) The System Profiler window appears.
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Step
No.

Action

In the left pane, under Hardware, click USB.

EDS's MacBook Pro

Contents

¥ Hardware
ATA
Audio (Built In)
Bluetooth
Diagnostics
Disc Burning
Fibre Channel
FireWire
Graphics/Displays
Hardware RAID
Memory
PC Cards
PCI Cards
Parallel SCSI
Power
Printers
SAS
Serial-ATA
USB

¥ Network
AirPort Card
Firewall
Locations
Modems
Volumes

¥ Software
Applications
Extensions
Fonts

Note:
A,

USB Device Tree
USE Bus
¥ USE Bus

ed

ss-macbook-pro
523 /08 2:30 PM

"

SCRx31 USB Smart Card Reader

¥ BCM2045B2

Bluetooth USE Host Controller

USE Bus
USE Bus
¥ USE Bus

e

Apple Internal Keyboard [/ Trackpad

IR Receiver

USE High-Speed Bus
¥ USB High-Speed Bus
Built-in iSight

SCRx31 USB Smart Card Reader:

Version:

Bus Power (mA):
Speed:
Manufacturer:
Product ID:
Serial Number:
Vendor ID:

5.25
500

<«

Up to 12 Mb/sec

5CM Micro
Oxe001
00006333
Ox04deb

systems Inc.

If the version displayed is not 5.25 or higher, use the procedure in Appendix

Note: This completes the setup procedure.

Note: SCR331 Firmware Update Procedure, to upgrade the SCR331 USB Smart
Card Reader’s Firmware.

Close the System Profiler by clicking System Profiler — Quit in the Main Menu.
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3. INSTALLATION PROCEDURES

This section describes the installations procedures.

3.1 Install Apple Smart Card Services Update

An update to the Apple OS X OS is required to allow DoD CAC certificates to function
correctly. Table 4 lists the steps to install this solution.

Note: The Apple Smart Card Services Update v1.2 can be applied before or after upgrading to
Mac OS X 10.5.5, however the OS must be at version 10.5.4 for it to install successfully.

Table 4: Install Apple Smart Card Services

800

we Install Smart Card Services Update 1.2

No. Prerequisite

1. | Download the Apple Smart Card Services Update from the following Uniform
Resource Locator (URL):
http://idisk.mac.com/dp.hayes-Public/Smart Card Services Update v1.2.pkg.zip

2. | The patch should automatically run. If it does not, open the Downloads folder and
double-click the file.

3. | The Welcome to the Smart Card Services Update 1.2 Installer window appears:

=

& Introduction

Welcome to the Smart Card Services Update 1.2 Installer

Smart Card Services Update 1.2 ™

| Smart Card Services components shipped in Mag OS5 X 10.5.0 -

10.5.5 require specific updates to support some of the newer Smart
Cards issued within the US Federal Government. These newer cards
support a faster transfer protocol (T=1) and can also be a hybrid card
(CAC & PIV applets). They require a negotiation of which protacol to
use (T=0or T=1). CCID compliant smart card reader support and

| protocol negotiation has been significantly improved in this update.

- MNew Components to be installed:

PCSC Framework
* PCSC.Framework ISystem/Library/Frameworks/
+ pescd fusrisbin/

CCID Compliant Smart Card Readers

+ ifd-ccid.bundle lusrilibexec/SmartCardServices/drivers/ P
Smart Cards
* CAC tokend fSystemiLibrary/Securitytokend/
* PIV.tokend ISystem/Library/Securitytokend/
'Y
indmes ol oomalmbomms - v |
(" Cortinue )
orimue
7
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No.

Prerequisite

Click Continue. The Important Information window appears:

an0 ‘we Install Smart Card Services Update 1.2

Important Information

This is a digitally signed Mac OS X Installer. You can verify the
@ Introduction

upper right corner of this installer window.
© Read Me

This installer is provided to you by:

Shawn Geddis

Security Consulting Engineer, Apple Enterprise
geddis @apple.com

nstallation-Fy
nstallation

Summary

Please contact Shawn Geddis <geddis @apple.com> directly in the
event of any issues with this installer or the results of installing on
your machine(s) and he will make a best effort attempt to help.

Please provide a complete System Profiler report to assist in the
troubleshooting of your installation.

*Disclaimer*

Use at your own risk. Ensure that you test this installer on test
machines prior to larger scale deployment.

integrity of this installer by clicking on the small certificate icon in the

"r Print... “ lr Save... “ 'r Go Back “ !:Conlgnue “

&

select the Install drive.

ann ‘@ Install Smart Card Services Update 1.2

Click Continue. The Standard Install on Macintosh HD window appears:
Note: If more than one OS X drive exists, an additional step may be required to

=
Standard Install on "Macintosh HD"
O Introduction
© Read Me This will take 6.7 MB of space on your computer.
© Desti i, Click Install to perform a standard installation of
8 Installation' s this software for all users of this computer.
nstallation
Summary
[ Customize | { GoBack ) 'r Install 3
P

Click Install.
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No. Prerequisite
7. | The Administrative Permissions Request window appears: Administrative
permissions are required to install the update.
Type an administrator's name and password
a & to allow Installer to make changes.
Name: root
Password: sessssss
P Details
"’?‘ X 'r_ Cancel ) "j oK )
8.

Enter an administrator user name and password and click OK. A Restart
Warning window appears:

. B Installing this software requires you to

*’7 restart your computer when the

_' | installation is done. Are you sure you k
il want to install the software now?

"j Cancel H‘ (" Continue Installation )

Click Continue Installation. The Installation completed successfully window

appears:

© 2008, EDS - an HP company
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No. Prerequisite
oo « Install Smart Card Services Update 1.2 [=]
Installation completed successfully
. Smart Card Services Update 1.2
O Introduction
© Read Me : During the installation of this update, copies of the older versions of the
® Destl ﬂﬁd components have been placed into a new folder on your
| p:
i e alio SmartCardServices-Backup-[OS build#]
O Installation
| i.e. SmartCardServices-Backup-[9F33]
O Summary
If for any reason you wish to retain the previously installed
components, you should put this folder into a safe place.
Components and where they were moved from:
PCSC.Framework /System/Library/Framewarks
pcscd fusrisbin/
CCIDCLassDriver.bundle fustlibexec/SmartCardServices/drivers/
CAC.tokend /System/Library/Securitytokend/
PIV.tokend fSystem/Library/Securitytokend/
BELPIC.tokend /System/Library/Securitytokend/
JPKl.tokend fSystem/Library/Securitytokend/
[ Restart k_!
“
10. | Save any work in progress and restart the computer by clicking Restart. After the
computer restarts, log back in with the same username. There should be a new
folder on the desktop named SmartCardServices-Backup-[9E17] (if OS version
is 10.5.4) or SmartCardServices-Backup-[9F33] (if OS version is 10.5.5).
SmartCardServices- SmartCardServices-
Backup-[9E17] Backup-[8F33]
or
Note: The four characters between the square brackets may be different if the OS
is patched higher than 10.5.4 or 10.5.5.

3.2 Import CAC Intermediate Certificates

Table 5 lists the steps to import the required DoD intermediate certificates and validate the CAC

certificates.

Table 5: Import CAC Intermediate Certificates

Step .
No. Action
1. Open the Utilities folder and double-click Keychain Access.

10
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Step

No. Action

2. Insert the CAC into the SCR331.

3. In the Keychains (upper-left) panel of the Keychain Access utility, a new entry
appears labeled CAC-###H#-HHHH-HHH#- T -HIHE, Where S -HHHE- B -HiHHE-
##### 1s a unique number. Select this Keychain.

4. The contents of the CAC keychain display. Three certificates appear, one issued
from a DOD Certificate Authority (CA) and two issued from a DOD E-MAIL CA:

Keychain Access

l'l “] Click to unlock the CAC-4050-0029-8400-0015-8503 keychain Q
Keychains
& CAC-...15-89D03 Email Encryption Private Key

Kind: private key, RSA, 1024-bit

‘%’J login 1 Jsage: Decrypt, Unwrap
& Micro...ertificates
' System
System:Roots Marme & Kind Date Modified Expires Keychain
‘,a Email Encryption Private Key private key - -— CAC-4090-...
Gategany % Email Signing Private Key private key = 2 CAC-4090-...
i Allltems | SMITHIOHN.Q.1234567390 certificate o Apr 17, 200... CAC-4090-...
b 4. Passwords - SMITHJOHN.Q.1234567890 certificate - Apr 17, 200... CAC-4090-...
o Certificates ] SMITHJOHN.Q.1234567830 Y certificate - Apr 17, 200... CAC-4090-_..
E] My Certificates , Identity Private Key private key - - CAC-4090- ...
T Keys
Secure Notes
= 3 i & items i
5. In the right pane, click the first DoD certificate. The certificate Name, Issuer, and

Expiration Date displays at the top in the right pane. If This certificate is valid
displays in green, proceed to step 12.

Keychain Access

l'l "] Click 1o unleck the CAC-4090-0029-8400-0015-89D3 keychain. C{
Keychains
£ CAC-...15-89D3 e SMITH.JOHN.Q.1234567890
it login Issued by: DOD EMAIL CA-11

Expires: Friday, April 17, 2009 4:55:53 PM PT
& This certificate is valid

& Micro...ertificates
& System
System Roots

Name & |Kind Date Modified Expires Keychain

'i‘ Email Encryption Private Key private key -— - CAC-4090-...

Gsegory ';-’;‘ Email Signing Private Key private key - et CAC-4090-...

shEAllrens | SMITHJOHN.0.1234567890 certificate s Apr 17,200... CAC-4090-...

» L. Passwords | SMITHIOHN.O.1234567850 certificate = Apr 17, 200.., CAC-4090-...

- Certificates J SMITH.JOHN.Q.1234567850 certificate — Apr 17, 200... CAC-4090-...

] My Certificates © Identity Private Key private key - - CAC-4090- ..
T Keys

Secure Notes
L3
= ™ 6 items 4
11
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Step

No. Action

6. If This certificate was signed by an unknown authority displays in red,
double-click it (or click File - Get Info).

Keychain Access

[I j Click to unleck the CAC-4090-0029-8400-0015-89D3 keychain. Q,
Keychains
& CAC-..15-89D3 TR SMITH.JOHN.Q.1234567890
o login ‘ Issued by: DOD EMAIL CA-11

: i Expires: Friday, April L7, 2008 4:58:58 PM PT
& Micro...ertificates RIS ORD

0 Syst @ This certificate was signed by an unknown authority
el System

System Roots

Name & |Kind Date Modified Expires Keychain

'f‘ Email Encryption Private Key private key - - CAC-4090-...

Category ';-’;‘ Email Signing Private Key private key - - CAC-4090-...

BRSO NS 5 SMITH.IOHN.Q.12345567830 certificate - Apr17,200... CAC-4090-...

¥ L. Passwords -] SMITHJOHN.Q,1234567890 certificate - Apr 17, 200... CAC-4090- ..

- Certificates -] SMITHJOHN.Q.1234567830 certificate — Apr L7, 200... CAC-4090-...

E] My Certificates © Identity Private Key private key - - CAC-4090-...
@ Keys

Secure Notes N
= is 6 items 7

7. The Certificate Information window appears:

SMITH.JOHN.Q.1234567890

Issued by: DOD EMAIL CA-99
Expires: Friday, April 17, 2009 4:55:59 PM PT
23 This certificate was signed by an unknown authority

[ A

p Trust

v Details

us

U.5. Government

Certificate Authority Information Access (1361557 11)
MO

1 CAlssuers{1361557482)

URI  http:/fcrl.chamb.disa.mil/getsign?D0OD EMAIL CA-99

Method #2  Online Certificate Status Protocol { 136155 748 1)
URI  http://ocsp.disa.mil

A4 A4 EL C7 11 EL 78 DC 8C B9 19 0B ED AD 54 03 69 4A 0B 45
EE F8 E7 42 BB 8D 3A 45 50 52 EQ SA 88 88 EF 00

12
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Step .
No. Action
8. Scroll down to the Extension section labeled Certificate Authority Information
Access and click the link just below Method #1 (Example:
http://crl.chamb.disa.mil/getsign?DOD%20CA-99). The CA certificate downloads
to the Downloads folder.
Note: Throughout this document, CA-99 is used to identify the specific CA the
CAC was issued from. Replace CA-99 with the appropriate number for your CAC
when following these instructions.
9. Close the Certificate Information window.
10. | Open the Downloads folder and double-click the DODCA-99.cer file. The Add
Certificates window appears:
, Add Certificates
| Cewitear- | Do you want to add the certificate(s) from the file
| v | "DODCA 99.cer” to a keychain?
A Keychain: | System 2
r View Certificates \‘ “f Cancel \ r OK \‘
11. | Set the Keychain field to System and click OK. If required, enter the administrator

user name and password and click OK. The DOD CA-99 certificate appears under
System in the Keychain Access window.

Keychain Access

l'l "] Click 1o unlock the System keychain, Q

Keychains
& CAC-..15-89D3 com.apple.kerberos.kdc
d: private key, RSA, 1024-bit

L_"u login l Usage: Decrypt, Sign, Unwrap
& Micro...erificates
& System
System:koats Name & |Kind Date Modified Expires Keychain
, com.apple.kerberos. kde public key - - System
i i ] com.apple. kerberos.kdc certificate - Aug 9, 202... System
A Al lems , com.apple.kerberos. kde private key - -— System
b 4. Passwords E@ com.apple.systemdefault certificate - Aug 9, 202... System
- Certificates ©  com.apple.systemdefault private key - System
E] My Certificates ¥ com.apple.systemdefault public key o - System
, Keys - Dashbeoard Advisory certificate = Apr 29, 203... System
Secure Notes - DOD CA-99 certificate - Jan 1,2012... System
A Sprint PPP Password Aug 18, 2008 . -~ System
;:5 Sierra Wireless AirCard 597E ModemSprint PPP Password Aug 1B, 2008... - System
= + 1] 11 items
13
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Step .

No. Action

12. | Inthe right pane, select the second (DOD E-MAIL) certificate. The certificate
Name, Issuer, and Expiration Date displays at the top in the right pane.

13. | If This certificate is valid displays in green, proceed to Section 3.3Determine
Correct Link Based on Domain.

14. | If This certificate was signed by an unknown authority displays in red,
double-click it (or click File - Get Info). The Certificate Information window
appears.

15. | Scroll down to the Extension Section labeled Certificate Authority Information
Access and click the link just below Method #1 (Example:
http://crl.chamb.disa.mil/getsign?DOD%20EMAIL%20CA-99). The CA certificate
downloads to the Download folder.

16. | Close the Certificate Information window.

17. | Open the Downloads folder and double-click the DOD EMAIL CA-99.cer file. The

Add Certificates window displays.

Add Certificates

fesiieare | Do you want to add the certificate(s) from the file

| | "DODEMAILCA 99.cer" to a keychain?

Keychain: '__Sv_stem -

L View Certificates \ f Cancel f QK

14
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Step

No. Action

18. | Set the Keychain field to System and click OK. If required, enter an administrator
user name and password and click OK. The DOD EMAIL CA-99 certificate
appears under System in the Keychain Access window.

Keychain Access

l'l “] Click to unleck the System keychain. Q
—_— Keychains
& CAC-..15-89D3 com.apple.kerberos.kdc
P 7 private key, RSA, 1024-bit
u_d login l Jsage: Decrypt, Sign, Unwrap
& Micro...ertificates
& System
System Roots Name 4 |Kind Date Medified Expires Keychain
'f‘ com.apple.kerberas. kde public key - - System
eategary. g com.apple kerberas.kdc certificate = Aug 9, 202 System
4 All ltems ) com.apple.kerberos.kde private key - System
b 4. Passwords E@ com.apple.systemdefault certificate -- Aug 9, 202... System
- Certificates @ com.apple.systemdefault private key - System
E] My Certificates ©  com.apple.systemdefault public key o System
| Keys -] Dashboard Advisory certificate - Apr 29, 203... System
Secure Notes -] DOD CA-99 certificate - Jan 1,2012... System
1 DOD EMAIL CA-99 certificate - Jan 1,2012... System
;.‘5 Sierra Wireless AirCard 597E ModemSprint PPP Password Aug 1B, 2008... -—- System
<& Sprint PPP Password Aug 1B, 2008... -- System
= s litems

3.3 Determine Correct Link Based on Domain

There are different Uniform Resource Locator (URL) entries for accessing NMCI Outlook Web
Access depending on the user’s Active Directory domain. The correct URL to use is based on
the user’s domain and whether the user is exempted from Cryptographic Log On (CLO). You
need to know the domain your user account is located in to determine the correct URL to use.
See APPENDIX C: Determine Domain if you do not know how to determine the domain of your
user account.

Table 6 identifies the domains and Uniform Resource Locator (URL) link a user of that domain
must use to access NMCI Outlook Web Access.

Note: Users who are CLO Exempt access NMCI Outlook Web Access using a different URL
than others in the same domain.

Table 6: NMCI Outlook Web Access URL Links

Domain URL Link
NMCI Navy Users
NADSUSEA https://webmail.east.nmci.navy.mil
NADSUSWE https://webmail.west.nmci.navy.mil
NMCI-ISF https://webmail.isf.nmci.navy.mil
NADSUSEA/NADSUSWE/NMCI-ISF https://webmail.exceptions.nmci.navy.mil
15
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Domain

URL Link

(CLO Exception users)

NADSUSEA NCIS COl

https://webmail.nmci.nmci.navy.mil

NADSUSEA NCIS COl
(CLO Exception users)

https://webmail.exceptions.ncis.nmci.navy.mil

PADS

https://webmail.pacom.mil

PADS (PACOM Single Mailbox Restore
users and CLO Exception users)

https://webmail.exceptions.pacom.mil

NMCI Marine Corps Users

MCDSUS, MCDSJP and NMCI

https://webmail.nmci.usmc.mil

3.4 Create an Identity Preference

Table 7 lists the steps to create an Identity Preference. An Identity Preference is required when a
Web server’s security is set to optional, even if the Web site is set to required.

Table 7: Create an Identity Preference

Step
No.

Action

1. Click CAC Keychain under Keychains in the Keychain Access window.
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Step .
No. Action
2. Select the correct DOD E-MAIL certificate. The certificate that has a Key Usage of

Digital Signature, Non-Repudiation (not Key Encipherment) and an Extended Key
Usage of Smartcard Logon, Email Protection, and Client Authentication is

required.

p Trust

v Details

SMITH.JOHMN.Q.1234567890

Issued by: DOD EMAIL CA-99

Expires: Friday, April 17, 2009 4:59:59 PM PT
£ This certificate was signed by an unknown authority

Ly

s

LS. Covernment
LoD

%

Key Usage (2 529 15 )

Y¥ES
Digital Signature, Non-Repudiation

Extended Key Usage (2 5 29 37 )

MO

Smartcard Logon (136141311202 2)
Email Protection { 1361557 3 4}
Client Authentication (L3686 1557 3 2)

=
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Step
No.

Action

Use Ctrl + click to select New Identity Presence. Enter the appropriate URL
determined in Section 3.3 above. In the case of the NADSUSEA user shown in the
example below, the correct URL would be: https://webmail.east.nmci.navy.mil.

Location or Email Address:

https://webmail.east.nmci.navy.mil/

Enter the lacation (URL) or email address for which a certificate is required.

Certificate: | ] SMITH.IOHN.0.123456... '+

Selegthe preferred certificate for the location or address specified above.

| Cancel ¢

Click Add.

Select login under Keychains. The Identity Preference just created displays:

Keychain Access

J ﬁﬂ Click to lock the login keychain. Q

Keychains

& CAC-..15-89D3
l (1]

https:/ /webmail.east.nmci.navy.mil
&' login 2

identity preference

: https:y//webmail.east.nmci.navy.mil
e: SMITHIOHN.Q.1234567890

Today, 1:11 AM

& Micro...ertificates

& System

=
System:Raots Marme & | Kind Date Modified Expires Keychain

1 | https://webmail east nmci navymil identity preference  Today, 1111 AM —- login
2’| https:/fwebmail.east.nmci.navy.mil/exchange identity preference Aug 19, 2008... -- login

' All ltems A safari Forms AutoFill application password Aug 17, 2008... -- login
b .. Passwords

o Certificates
E] My Certificates
7 Keys

Secure Notes

Category

. (& + || 7 items 4|

Repeat Steps 3 thru 5 using the same URL but adding /exchange to it. In the
example above, it is shown as https://webmail.east.nmci.navy.mil/exchange.

This completes the setup procedure.
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APPENDIX A: SCR331 FIRMWARE UPDATE
PROCEDURE

The following three sections describe the procedure for downloading the drivers and firmware.

Note: The procedure must be performed on a computer running WXP or Windows 2000

(W2K) OS.

Download Drivers and Firmware

Table 8 lists the steps to download the SCR331 USB Smart Card Reader drivers and Firmware

update.
Table 8: Download Drivers and Firmware

Step .

No. Action
Create a folder on the desktop named SCR331Temp.

Open a browser and go to
http://www.scmmicro.com/support/pcs_downloads.php?lang=en

3. In the middle of the window, click Driver/Firmware in the Type field.

4. Click SCR331/SCR531 CCID USB in the Smartcard Reader field.

5. Click Windows(R) XP 32-bit in the OS field.

6. In the bottom of the window, ensure the | read and accept the EULA check box is
selected and click Next.

7. In the SCR331/SCR531 CCID USB Firmware section, download the
SCRx31CCID_fw525.zip file by clicking Download File following the name. Save
the file to the SCR331Temp folder just created on the Desktop.

8. In the SCR331/SCR531 CCID USB - Windows (R) XP 32-bit Driver/Installer
section, download the SCR3xxx_4.31_4.41.zip file by clicking Download File
following the name. Save the file to the SCR331Temp folder just created on the
Desktop.

9. Close the browser.

10. | Expand SCR331Temp\SCR3xxx_4.31 4.41.zip and copy the
SCR3xxx_Drivers_Win2k_Win2003server_XP3264 Vista3264 V4.41 folder to
the Desktop.

11. | Close SCR3xxx_4.31_4.41.zip.

12. | Expand SCR331Temp\SCRx31CCID_fw5.25.zip and copy the
SCRx31CCID_fwb5.25 folder to the Desktop.

13. | Close SCRx31CCID_fwb5.25.zip.

14. | Delete the SCR331Temp file.
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Install the SCR331 USB Smart Card Reader

Table 9 lists the steps to install the SCR331 USB Smart Card Reader on a computer running
WXP Professional or Home OS.

These steps only need to be completed once. If the SCR331 was previously installed on the

Windows computer, proceed to Section 0,

Note: Update the Firmware.

Table 9: Install SCR331 Drivers

Step

Action

Plug the SCR331 reader into a USB port on the computer. The New Hardware
Wizard starts if the device has not been connected before. Select the No, not this

time option and click Next.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

Windows will search for current and updated software by
looking on your computer, on the hardware installation C0, or an
the Windows L pdate "Web site [with your permizzion).

Fiead our privacy policy

Can Windows connect to Windows Update to zearch for
zoftware?

() Yes. this time anly
{3'es, now and gvery time | connect a device

Click Mest to continue.

Mewt » II Cancel
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Step
No.

Action

Ensure the Install from a list or specific location (Advanced) check box is selected

and click Next.

Found Mew Hardware Wizard

Thig wizard helps vou install zoftware for:

SCR=31 LISE Smart Card Reader

or floppy disk, msert it now.

What do you want the wizard to do?

f;_') If your hardware came with an installation CD

() Inztall the software automatically [Fecommended]

(&3iInstall from a list or specific location [Advanced)

Click Mext bo continue,

[ < Back H Mest =

ll Cancel ]

Select the Search for the best driver in these locations option and check the

Include this location in the search box. Click Browse.

Found Mew Hardware Wizard

Please choose your zearch and installation options.

() Search far the best diiver in these lacations.

paths and removable media. The best driver found will be installed.

[ 5eamch removable media [floppy, CO-ROM...]

[#linclude this location in the searchs

() Dan't search. | will choase the driver ta instal,

the driver you chooze will be the best match for your hardware,

|Use the check boxes below ta limit or expand the default search, which includes local

| E: | Browse

Chooze thiz option to select the device driver from a list. Windows does not guarantee that

S

< Back ” Mest »

] [ Cancel
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Step

Action
No.
4. Select the SCR3xx_Drivers_ Win2k_Win2003server_XP3264 Vista3264 v4.41
folder. Click OK to close the Browse for Folder window.
Browse For Folder @
Select the folder that contains drivers For your hardware.,
@' Deskkop
= ..:'l My Documents
[ *j My Compuker
& %4 My Network Places
’cj|SCRSxxx_Drivers_Winzk_WinZDEISser\fer_XF'3264_'-.-'isl
IC7) SCRx31CCID. fws, 25
< >
To view any subfolders, dick a plus sign above,
(0] 4 l [ Cancel
5. Click Next.

Found Mew Hardware Wizard

Please choose your search and installation options.

() Search for the best driver in these locations.

|1ze the check, boxes below to limit or expand the default search, which includes local
pathz and removable media. The best driver found will be installed.

[] 5earch removable media [floppy, CO-ROM..)

Include thiz location in the search;

EE:\Dncumentx and Settingsijohn.smithDesktophSC v| | Browse

() Dan't search. | will choase the driver ta instal,

Chooze thiz option to select the device driver from a list. Windows does not guarantee that
the driver you chooze will be the best match for your hardware,

< Back H Mest = ]l Cancel
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Ste .
P Action
No.
6. Click Finish to close the New Hardware Wizard.
Found Mew Hardware Wizard
Completing the Found New
Hardware Wizard
The wizard has finished installing the zoftware for;
}:;_'::, SCR33x USE Smart Card Reader
Click Finizh to close the wizard.
Finish
7. The SCR331 drivers are now installed. Proceed to Section, 0,
Update the Firmware.

Update the Firmware

Table 10 lists the steps to update the SCR331 Firmware.

Table 10: Update SCR331 Firmware

Step .
No. Action
1. Open the SCR331\FWUpdate folder.
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Step

No. Action

2. Run FWUpdate.exe. The FwUpdate window appears.

Fwlpdate [E]

To perform the DFL operation, the Smart Card resource
manager needs to be stopped. Thiz will cauze all smart card
readerz connected ta the syztem to stop funchioning untl DFU
iz complete. Do you want to continue with the DFLU?

Cancel !

3. Click OK. A Killing Smart Card Resource Manager message appears showing
that the Smart Card Resource Manager will be stopped.

Fwllpdate

F.illing Smart Card R esource Manager......

Note: This step may take a minute or more. When the Smart Card Resource
Manager is stopped, a New Hardware Found message may appear. If it does not,
proceed to step 9.

24
© 2008, EDS - an HP company




Using an Intel-based Apple OS X System to Access NMCI Outlook Web Access (OWA)

Ste .
P Action
No.

4, The Found New Hardware Wizard will start if the Smart Card Device Firmware
Update (DFU) Adapter drivers are not detected. If this occurs, select the No, not this
time option and click Next.

Found MNew Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will search for current and updated software by
looking on your computer, on the hardware installation C0, or an
the Windows L pdate "Web site [with your permizzion).
Fiead our privacy policy
Can Windows connect to Windows Update to zearch for
zoftware?

() Yes. this time anly

{3'es, now and gvery time | connect a device

@H
Click Mest to continue.

[ Mewt » l I Cancel ]
5. Select the Install from a list or specific location (Advanced) option and click Next.

Found Mew Hardware Wizard

Thiz wizard helps vou install zoftware for:

DFU Adapter

;] If your hardware came with an installation CD
=" or floppy disk. insert it now.

What do you want the wizard to do?

) Install the software automatically [Fecommendsd)

(&¥nstall from a st or specific location [Advanced)

Click Mext to continue.

< Back ” Memt » ][ Cancel
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Include this location in the search box. Click Browse.

Step .
No. Action
6. Select the Search for the best driver in these locations option and check the

Found Mew Hardware Wizard

Please choose your search and installation options.

() Search for the best driver in these locations.

pathz and removable media. The best driver found will be installed.

[] 5earch removable media [floppy, CO-ROM..)

[#]include thiz locabion in the search:

E-I:: v]

|1ze the check boxes below to limit or expand the default search, which includes local

Browse

() Dan't search. | will choase the driver ta instal,

the driver you chooze will be the best match for your hardware,

Chooze thiz option to select the device driver from a list. Windows does not guarantee that

< Back ” Mest =

] l Cancel
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Step .
No. Action

7. The Browse for Folder window appears, select the SCRx31 CCID_fw5.25 folder.
Click OK and Next.

Browse For Folder @

Select the folder that contains drivers For your hardware.,

['_:5 Deskhop
= .D My Documents
[+l _& My Compuker
& %4 py Network Places
I3 SCR3mo:_Drivers WinZk_Winz003server _XP3264

([5cRxa1c0ID_Fws.25]

To view any subfolders, dick a plus sign above,

[ Ok ][ Cancel ]

8. Click Finish to close the Found New Hardware Wizard window.

Found Mew Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard haz finished installing the software far;

E.’Bé! DFU Adapter

Click Finigh to close the wizard.
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Step

Action
No.
9. The Generic Device Firmware Upgrade Utility window appears:
Generic Device Firmware Upgrade Utility
Lizt of dewice parameters, their curent value and therr value
after download are dizplayed. These are provided for uzer
confirnation.
Parameter | Ewigting walue Mew value
Cloze all applications that use the device and proceed further.
Fwlpdate Finizh | Cancel
10. | Click Finish.
11. | All steps requiring a computer running WXP OS have been completed. Shut down

the computer and disconnect the SCR331.
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APPENDIX B: UNINSTALL SMART CARD SERVICES
UPDATE

Table 11 lists the steps to uninstall Smart Card Services Update, version 1.1 from an Intel-based
system running OS X version 10.5.4. The folder name in Step 4 and the version number in Step
5 may be different if uninstalling from a system running a higher version of OS X.

Table 11: Uninstall Smart Card Services Update

SNtz‘_) Action

1. Disconnect the Smart Card Reader from the Apple computer.

2. Restart the computer.

3. Log on to the computer with an administrative account.

4. Open the SmartCardServices-Backup-[9E17] folder and move the old components
back to their respective locations.

5. Restart the computer. The system should be back to a working 10.5.4 configuration.
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APPENDIX C: DETERMINE DOMAIN AND URL

This appendix provides the steps necessary to determine the domain of your NMCI user account
as well as the correct URL for accessing NMCI Outlook Web Access. Table 12 lists the domains
and provides a brief description of them.

Table 12: NMCI Domains

Fully Qualified
Domain Domain Name Description
(FQDN)

NMCI Navy Enclave

(Naval Active Directory Services United States East)

NADSUSEA | nadsusea.nads.navy.mil for Navy NMCI users east of the Mississippi River

(Naval Active Directory Services United States West)

NADSUSWE | nadsuswe.nads.navy.mil for Navy NMCI users west of the Mississippi River

(Pacific [Command] Active Directory Services) for

PACOM pacom.pads.navy.mil Navy NMCI Pacific Command users

NMCI-ISF nmci-isf.com NMCI Administrative domain (Navy) for NMCI
administrators in the Navy NMCI Active Directory
forest

NMCI Marine Corps Enclave

(Marine Corps Directory Services United States) for
MCDSUS mcdsus.mcds.usmc.mil | USMC NMCI users who are part of the continental
United States and Hawaii

(Marine Corps Directory Services Japan) for USmC

MCDSJP mcdsjp.mcds.usmc.mil | NMCI users who are outside the continental United
States
NMCI Administrative domain (USMC) for NMCI
NMCI nmci.mcds.usmc.mil administrators in the USMC NMCI Active Directory
forest

The procedure for determining your NMCI domain is slightly different depending on if you are
using a NMCI Client Data seat running the Windows 2000 Professional Operating System or one
running the Windows XP Professional Operating System.

Determine My NMCI Domain on a Windows 2000 NMCI Client Data seat

Table 13 lists the steps to determine your User account’s domain when logged onto a NMCI
Client Data seat running the Windows 2000 Professional Operating System.
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Table 13: Determining User’s Domain on Windows 2000

Step .

No. Action

1. From your NMCI seat, right-click the My Computer icon, then select Properties.
2. In the System Properties window, select the User Profiles tab.
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System Properties
General I MNetwork |dentification I Hardware USETF'T':'fI"E*SI Advanced I
I1zer profiles contain desktop settings and other infarmation
related to your logon. A different prafile can be created on
each computer pou uze, or you can zelect a roaming profile
that i the same on every computer oL Lize.
FProfiles stored on this compliter;
I ame | Size i Tvpe | k odified |_
a0533..  Local 206420
7815 KR Roaming 26420,
713KE  Local 20620,
Delete I Change Type... | Copy To... I
k. I Cancel | Smmly |
3. Your Domain is listed in front of your user name under the Name heading.

Using the domain from Step 3, locate the correct URL in Table 15. CLO Exemption
users have a different URL than CAC enforced users.

Determine My NMCI Domain on a Windows XP NMCI Client Data seat

Table 14 lists the steps to determine your User account’s domain when logged onto a NMCI
Client Data seat running the Windows XP Professional Operating System.

Table 14: Determine My NMCI Domain in Windows XP

Step

No. Action

1. From your NMCI seat, right-click the My Computer icon, then select Properties.
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In the System Properties window, select the Advanced tab.

Click Settings in the User Profiles section.

Your Domain is listed in front of your user name under the Name heading.
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User Profiles

inFarmation related ko yaur user account, You can create a
different praofile on each computer you use, or you can select a
roaming profile that is the same on every computer you use,

m Iser profiles store settings for wour deskkop and other

?X)

Prafiles stored on this computer:

Size  Twvpe Skatus M.
.15 ME

Roaming Roaming 21,

To creake new user accounts, open User Accounts in Control Panel,

Change Type

[ 0K H Cancel ]

5. Using the domain from Step 4, locate the correct URL in Table 15. CLO Exemption
users have a different URL than CAC enforced users.

Determine Correct NMCI Outlook Web Access URL

Table 15 identifies the domains and Uniform Resource Locator (URL) link a user of that domain

must use to access NMCI Outlook Web Access.

Note: Users who are CLO Exempt access NMCI Outlook Web Access using a different URL

than others in the same domain.

Table 15: NMCI Outlook Web Access URL Links

Domain URL Link
NADSUSEA https://webmail.east.nmci.navy.mil
NADSUSWE https://webmail.west.nmci.navy.mil
NMCI-ISF https://webmail.isf.nmci.navy.mil

NADSUSEA/NADSUSWE/NMCI-ISF
(CLO Exception users)

https://webmail.exceptions.nmci.navy.mil
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Domain

URL Link

NADSUSEA NCIS COl

https://webmail.nmci.nmci.navy.mil

NADSUSEA NCIS COI
(CLO Exception users)

https://webmail.exceptions.ncis.nmci.navy.mil

PADS

https://webmail.pacom.mil

PADS (PACOM Single Mailbox Restore
users and CLO Exception users)

https://webmail.exceptions.pacom.mil
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APPENDIX D: FREQUENTLY ASKED QUESTIONS

Q: What is needed to use my DoD Common Access Card (CAC) on an Apple computer to
access my NMCI email?

A: The following items are required to allow Outlook Web Access (OWA) to your NMCI email
from an Apple computer:

e Apple computer running OS X version 10.5.4 or higher (Note: PPC-based Apple
computers have not been tested with this solution.)

e Apple Smart Card Services Update v1.2 patch (Available from:
http://idisk.mac.com/dp.hayes-Public/Smart Card Services Update v1.2.pkg.zip

e CAC For A Mac - Setup Instructions (Latest version available from:
http://idisk.mac.com/dp.hayes-Public/CAC_for_a Mac_v1.2.doc)

e SCR331 USB Smart Card Reader with Firmware version 5.25 or higher (Readers with
Firmware version of 2.0 or higher can be updated to 5.25. If updating is necessary, the
following additional items are also required:

e Administrator access to a computer running Windows XP (Home or Professional)

e Windows XP drivers for the SCR331 USB Smart Card Reader
SCR3xxx_4.31_4.41.zip (Available from: http://idisk.mac.com/dp.hayes-
Public/SCR3xxx_4.31_4.41.zip)

e SCR331 Firmware update SCRx31CCID_fw5.25.zip (Available from:
http://idisk.mac.com/dp.hayes-Public/SCRx31CCID_fw5.25.zip)

Q: Where can | obtain the necessary files?

A: The SCR33L1 drivers and Firmware can be obtained from the SCM Micro website at:
http://www.scmmicro.com/support/pcs_downloads.php?lang=en

The Apple Smart Card Services Update v1.2 can be obtained from:

http://idisk.mac.com/dp.hayes-Public/Smart Card Services Update v1.2.pkg.zip

Q: lgetanerror: "Safari was unable to open the page."

A: There could be any number of causes for this error. First, try quitting Safari (From the Safari
Main Menu, select Quit Safari (or use the Command-Q shortcut) and then restarting it.
Alternately, restart the computer to clear any data cached in memory.
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Verify connectivity to websites that do not require authentication to eliminate network issues. A
system that is used on multiple networks (i.e. Home and Work) or different network connections
(i.e. Wireless, CAT-5 Copper, AirCard, etc.) may need the Network Preferences modified,
including proxy settings. Troubleshooting network issues is beyond the scope of this document.

Another possible cause is missing Root or Intermediate Certificates. Ensure the Intermediate
Certificates have been imported into the System Keychain of the Keychain Access utility. To
download and install the Intermediate Certificates for your CAC, performing the following steps:

1.

2.

Open the Utilities folder, and double-click Keychain Access.
Insert your CAC into the SCR331.

In the Keychains (upper left) panel of the Keychain Access utility, a new entry will
appear labeled CAC-#HH-HHtHH-HHHE-HHHHI-HEHE, Where SHHHE-HHEHE-HHHHE- - 1S
a unique number. Select this Keychain.

The contents of the CAC keychain will be displayed in the right panel. Three certificates
will be displayed, one issued from a DOD CA and two issued from a DOD EMAIL CA.

Keychain Access

i" "i Click to unlock the CAC-4090-0029-8400-0015-89D3 keychain Q
— Keychains
& CAC-...15-89D3 Email Encryption Private Key
f > r private key, RSA, 1024-bit
(:JJ login J ge: Decrypt, Unwrap
& Micro...ertificates

' System
System Roots

Name & |Kind Date Modified Expires Keychain
"; Email Encryption Private Key private key - - CAC-4090-
i “’ Email Signing Private Key private key - - CAC-4090-
4 Allltems ] SMITHJOHN Q1234567890 certificate - Apr 17,200, CAC-4090-
b .. Passwords SMITHJOHN (0. 1234567890 certificate - Apr 17, 200... CAC-4090-
| Certificates J SMITHIOHN.Q 1234567830 k certificate - Apr 17, 200. CAC-4090-
El My Certificates & Identity Private Key private key - CAC-4090-...

] Keys
Secure Notes

i 'é"i i -G items,

In the right panel, select the first (DoD) certificate. The certificate name, Issuer and
Expiration Date will be displayed at the top of the right panel. If “This certificate is
valid” is displayed in green, go to Step 11.
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Keychain Access

B Click to unleck the CAC-4090-0029-8400-0015-89D3 keychain. Q
Keychains
{2 CAC-..15-89D3 7z ol 1 SMITH.JOHN.Q.1234567890
& login Issued by: DOD EMAIL CA-11
& Micro...ertificates Expires: Friday, April 17, 2009 4:59:59 PM PT
2 @ This certificate is valid
& System
System Roots Name & |Kind Date Modified Expires Keychain
Email Encryption Private Key private key - - CAC-4000-...
B Garegory Email Signing Private Key private key - - CAC-4090-...
i All ltems - SMITHJOHN.Q.1234567890 certificate - Apr 17, 200... CAC-4090-...
Passwords | SMITHIOHN.0,1234567850 certificate - Apr 17, 200... CAC-4090-...
-l Certificates =] SMITHJOHN.Q.1234567890 certificate - Apr 17, 200... CAC-4090-...
E] My Certificates '-‘-?9-' Identity Private Key private key - -— CAC-4090-...
T Keys
Secure Notes
L3
= + [ i 6 items g

6. If "This certificate was signed by an unknown authority" is displayed in red, double-
click it (or select File - Get Info).

Keychain Access

i‘EI Click to unlock the CAC-4080-0029-8400-0015-83D3 keychain. Q
Keychains
& CAC-...15-89D3 '{, SMITH.JOHN.Q.1234567890
d‘" login Issued by: DOD EMAIL CA-11
= Cacs . 450 s
& Micro..ertificates Expires: Friday, April 17, 2009 4:59:59 PM PT
o & This certificate was signed by an unknown autharity
€4 System

System Roots

& Kind Date Modified Expires Keychain
Email Encryption Private Key private key - - CAC-4090-.
. Categary '{?,-' Email Signing Private Key private key - - CAC-4090-.
4 All ltems | SMITHIOHN.O, 1234567890 certificate - Apr17,200... CAC-4090-.
» A.. Passwords = SMITHJOHN.O,1234567890 certificate -— Apr 17, 200... CAC-4090-...
| Certificates J SMITHJOHN.Q.1234567330 certificate - Apr17,200... CAC-4080-...
] My Certificates ¢ Identity Private Key private key - - CAC-4090-...
T Keys
Secure Notes S
& +) [ 6 items 4

7. The certificate Information window opens.
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SMITH.JOHN.Q.1234567850

Ot | esued by: DOD EMAIL CA-99
Expires: Friday, April 17, 2009 4:59:59 PM PT
€ This certificate was signed by an unknown authority
p Trust
w Details

us

Organization .5, Government
‘,\f Unit DoD \p \ﬁ

Certificate Authority Information Access { 1361557 11)
NO
CAlssuers{1361557482)

Rl http:}fcrl.chamb.disa.mil fgetsign?DOD EMAIL CA-99

Online Certificate Status Protocol (136155748 1)
Rl http:/focsp. disa.mil

A4 A4ELCT7 L1EL78DC BC B9 19 0B ED AD 54 03 69 4A 0B 45
EE F8 E7 42 BB 8D 3A 45 50 52 EQ 54 88 B8 E7 00

Scroll down to the Extension section labeled Certificate Authority Information Access
and click on the link just below Method #1 (Example:
http://crl.chamb.disa.mil/getsign?DOD%20CA-99). The Certificate Authority's
certificate will be downloaded to your Downloads folder.

Throughout this document, CA-99 is used to identify the specific Certificate Authority
the CAC was issued from. Replace CA-99 with the appropriate number for your CAC
when following these instructions.

Close the Certificate Information window.

Open the Downloads folder and double-click on the DODCA-99.cer file. The Add
Certificates window displays.
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Add Certificates

| oo | Do you want to add the certificate(s) from the file
I o I "DODCA_ 99.cer” to a keychain?

A Keychain: | System

'r_ View Certificates “‘

(" Cancel “‘ r OK

\

10. Set the Keychain field to System and click OK. If necessary, enter the administrator's
name and password and click OK. The DOD CA-99 certificate will appear in the System

section of Keychain Access.

Keychain Access

l'l “] Click te unlock the System keychain. Q
Keychains
& CAC-..15-89D3 com.apple.kerberos.kdc
i ned: private key, RSA, 1024-bit
L_’ ogin J Usage: Decrypt, Sign, Unwrap
£ Micro...ertificates
& System
System:zaots Name 4 Kind Date Modified Expires Keychain
"’:' com.apple.kerberos.kde public key - - System
Category
L@ com.apple kerberos.kde certificate - Aug 9, 202 System
i Al lems 'f com.apple.kerberos.kde private key - ~ System
F 4. Passwords @ com.apple systerdefault certificate o Aug 9, 202.. System
| Certificates @ com.apple.systemdefault private key - System
El My Certificates @ com.apple.systemdefault public key - - System
® Keys -] Dashbeard Advisory certificate ] Apr 29, 203 System
Secure Notes -| DOD CA-99 certificate - Jan 1,2012... System
A Sprint PPP Password Aug 18, 2008 . - System
51\._ Sierra Wireless AirCard 597E ModemSprint PPP Password Aug 18, 2008... -- System
& o 11 items 4

11. In the right panel, select the second (DOD EMAIL) certificate. The certificate name,

Issuer and Expiration Date will be displayed at the top of the right panel.

12. If “This certificate is valid” is displayed in green, go to next section (Import CAC

Intermediate Certificates).

13. If "This certificate was signed by an unknown authority™ is displayed, double-click it (or

select File - Get Info). The Certificate Information window opens.

14. Scroll down to the Extension section labeled Certificate Authority Information Access
and click on the link just below Method #1 (Example:
http://crl.chamb.disa.mil/getsign?DOD%20EMAIL%20CA-99). The Certificate

Authority's certificate will be downloaded to the Download folder.
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15. Close the Certificate Information window.

16. Open the Downloads folder and double-click on the DOD EMAIL CA-99.cer file. The
Add Certificates window displays.

Add Certificates

| Corstoar | Do you want to add the certificate(s) from the file
| i | "DODEMAILCA_99.cer” to a keychain?

Keychain: | System =

fr_View tIZer‘tif‘ica'ces?1 fr Cancel \' r OK \'

17. Set the Keychain field to System and click OK. If necessary, enter administrator's name
and password and click OK. The DOD EMAIL CA-99 certificate will appear in the
System section of Keychain Access.

Keychain Access

l'l "] Click to unlock the System keychain. Q
Keychains
& CAC-..15-89D3 com.apple.kerberos.kde
¥ Kind: private key, RSA, 1024-bit
‘j’J login J Usage: Decrypt, Sign, Unwrap
£ Micro...ertificates
£ System
System Roots Name & |Kind Date Modified Expires Keychain
'ﬁ' com.apple.kerberos.kdc public key - - System
Category .3 com.apple.kerberos.kdc certificate - Aug 9, 202... System
i Al ltems "; com.apple.kerberos.kdc private key - - System
P A.. Passwords L@ com.apple.systemdefault certificate <L Aug 8, 202... System
o Certificates @ com.apple.systemdefault private key - - System
E] My Certificates @ com.apple.systemdefault public key = — System
@ Keys | Dashboard Advisory certificate - Apr 29, 203... System
Secure Notes ] DDD CA-99 certificate - Jan 1,2012... System
| DOD EMAIL CA-99 certificate e Jan 1,2012.. System
;:\. Sierra Wireless AirCard 597E ModemSprint PPP Password Aug 18, 2008... -- System
,‘A‘ Sprint PPP Password Aug 18, 2008... -~ System
1= +/[i 11 items =

Q: My CAC doesn't show up in the Keychain Access utility.

A: There are several possible reasons for this:

1. Verify the Firmware version of the SCR331 USB Smart Card Reader is correct. It must
be 5.25 or higher. To verify the Firmware version, perform the following steps:

a. Connect the SCR331 USB Smart Card Reader to the Intel-based Apple computer
and log in with an account having administrative privileges.
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b. From the Apple ®  Menu, select About this Mac. The About this Mac pop-up
displays.

B0 About This Mac
= e — /
I'_f{'- I._\

Mac OS X

Version 10.5.4

!K_ Software Update... "'

Processor 2.6 CHz Intel Core 2 Duo
Memory 4GB 6567 MHz DDRZ2 SDRAM

Startup Disk Macintosh HD

”_ More Info... "

Thl B 1 1

T & E 1983-2008 Apple Inc
All Rights Reserved

c. Clickthe {_Moreinfe.. ) phytton on the Information display. The System
Profiler window opens.

d. Inthe Left-hand pane, under the Hardware section, select USB.
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EDS's MacBook Pro

Contents

¥ Hardware
ATA
Audio (Built In)
Bluetooth
Diagnostics
Disc Burning
Fibre Channel
FireWire
Graphics/Displays
Hardware RAID
Memory
PC Cards
PCI Cards
Parallel SCSI
Power
Printers
SAS
Serial-ATA
USE

¥ Network
AirPort Card
Firewall
Locations
Modems
Volumes

¥ Software
Applications
Extensions
Fonts

edss-machook-pro
523 /08 2:30 PM

USB Device Tree &
USE Bus
¥ USE Bus
SCRx31 USB Smart Card Reader

v BCM204582
Bluetooth USE Host Controller

USE Bus
USE Bus
¥ USE Bus
Apple Internal Keyboard [ Trackpad
IR Receiver
USE High-Speed Bus
¥ USB High-Speed Bus

Built-in iSight

SCRx31 USB Smart Card Reader:

Version: 5.25 K_
Bus Power (mA): 500

Speed: Up to 12 Mb/sec
Manufacturer: S5CM Microsystems Inc.
Product ID: Oxe001

Serial Number: 00006333

Vendor ID: Ox04deb

e. If the version displayed is not 5.25 or higher, use the procedures of Appendix A to
upgrade the SCR331 USB Smart Card Reader’s Firmware.

f. Close the System Profiler by selecting System Profiler — Quit from the Main

Menu.

2. You have a new DoD Common Access Card that is not supported. New versions of
CAC:s are issued as the current supply of cards is exhausted, and they occasionally
provide additional capabilities that conflict with existing software. No issues with
CACs issued prior to 15 August 2008 have been reported. If you have issues with a
CAC issued after 15 August 2008, contact Apple Technical Support.

3. You are using an unsupported Smart Card Reader. This process has only been verified
using an SMC Micro SCR331 External USB Smart Card Reader. Other readers may
work (either as is, or with the implementation of necessary drivers) however they have
not been tested and are not included in these documents.

Q: Some website links work but others don't.

A: This solution has been verified for NMCI OWA only. Access to NMCI SharePoint or other
CAC enabled sites has not been tested. Creating a separate Keychains Identity Preference may
allow access to other sites. The steps of section 3.4 Create an Identity Preference can be used to
create additional Identity Preference entries.

Q: NMCI Outlook Web Access works fine for five to ten minutes and then Safari generates
a “The page cannot be displayed” error. Additionally, Technical Information section of the
page states “Error Code: 401 Unauthorized. This server requires authorization to fulfill the
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request. Access to the Web server is denied. Contact the server administrator (12209).”
When | attempt to reload the page, | get the same result. This doesn’t happen on a
Windows machine using Internet Explorer. Why?

A: This is due to the way Safari 3 handles client-side certificate authentication, by only
prompting for when a Web page requires certificate authentication. The NMCI Outlook Web
Access site is set for optional certificate authentication and the pages are set to time-out after a
short period. This is to prevent a user from forgetting to log out and leaving their session open
indefinitely. When the page times out, Safari doesn’t automatically resend the certificate
authentication, which generates the 401 error.

The current work-around is to close out of Safari completely (not just the active window), re-
start Safari and connect to NMCI Outlook Web Access again.

Q: Why is a Windows machine required? Can a virtual machine be used?

A: The Firmware update program is only written for the Windows Operating System. Yes, a
Parallels or VMware Fusion virtual machine can be used to update the SCR331 Firmware,
however using a physical Windows system is much simpler. One option is to use Boot Camp
and install Windows XP on the Apple. If using a virtual machine, you will need to disconnect
and connect the reader inside the virtual machine’s settings twice (once during the update, and
again after it completes). This is because the configuration of the reader changes during the
update. Steps to update the SCR331 using a virtual machine are beyond the scope of this
document.

Q: Il don’t have a SCM Micro SCR-331 USB Smart Card Reader. Can other readers be
used?

A: Apple supports a number of different Smart Card readers, however the only model tested
with this document is the SCM Micro SCR-331. A list of Apple supported readers can be found
a http://pcsclite.alioth.debian.org/ccid.html under the section “Supported CCID/ICCD Readers”.
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