
Multi-factor Age Verification 

 for Online Gaming 

How it Works 

Q4 2012 v4 



Enrollment & Smart Player Card Issuance 

A. The player presents their driver license for scanning 

and for age verification, then has their picture taken. 

B. The data from this session is written to files that are 

transferred into the chip on the card 

C. The smart player card is printed and handed to the 

player 

  

(A, B & C are done at the same location in under 2 

minutes) 
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Pre-Play (Setup) 

A. The player downloads the casino online gaming 

application from website 

B.   The web server logs IP address from the

 session to the ICMS  

Step 2 
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A. The player starts the log on process by launching  the downloaded application 

B. Then the player Inserts their card  & presents a biometric (face or finger) when asked 

A 

B 

Pre-Play (Log On & Age Verification) 
Step 3 
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Pre-play (Automatic Layering of Security) 

A. After a successful log-on, the downloaded 

application opens a Secure Socket Layer 

 (SSL) tunnel with the casino web server. 

 

B.  The web server logs the IP address and 

session key with the ICMS  

 

 

Step 4 
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B 
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(Steps 4-6 are transparent to the user 

and is typically completed in under 30 

seconds) 
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Pre-play (Automatic Layering of Security) 

A. The card sends a message through the 

downloaded application to the casino 

web server to the ICMS for 

authentication, verifying this is the 

correct website 

  

A. The server responds and then 

requests  that the card proves’ its 

validity through a 2nd authentication 

challenge 

 

Step 5 
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A. The Casino web server establishes a 

unique encrypted session key with the 

card to start passing data. This session 

key in combination with other data on 

the card and server will be used to sign 

every transaction of play or points 

automatically establishing a complete 

chain of trust 

 

     Pre-play (Automatic Layering of Security) 
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Play Securely 
Step 7 
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For More Information 

Contact: CardLogix Corporation   +1 (949) 380-1312 

 16 Hughes Irvine, California   roger@cardlogix.com 

 92618, USA  
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Additional supporting information can be found at: 

 

www.cardlogixdemo/FauxCasino/moreInformation.aspx 

Market Related Information 
 

Smart Cards for Gaming & 

Hospitality 

Smart Cards for Online  

Connectivity 

Age Verification for  Online Gaming  

Demo Website (Faux Casino) 
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